M 2% 1544, HTTP/HTTPS CGI i85
IP Camera HTTP/HTTPS CGl Instruction

VER. 1.0.7



BEHL R

Revise Record

A H# it by
VER. Date Description
1.0.0 2017912 H 12 H | £ IPC HTTP CGI #.8 ) ver1.0.0
Dec. 8, 2017 Create the IPC HTTP CGl specification ver1.0.0
1.0.1 201942 J1 26 H | #Im#ah il GET M1 SET K9 CGI #2111
Feb. 26,2019 Add CGl interface for motion detection of GET and SET
1.0.2 201949 H 27 H | ¥ 1. A EH APL 2, SRIR&AS AP, 3. REHT, (REML
Set. 27,2019 FCE AP, 4. & THEIIRE, 5. HEIRTEIIRE APL.
Add 1, user management API, 2, acquisition of device model API, 3,
restore the factory, retain network configuration API, 4, equipment
upgrade function, 5, screenshot preservation API.
1.03 [ 2019411 A 11 H | #IsKERECER CGl #2101,
Nov. 11,2019 Added CGil interface for obtaining video files.
1.0.4 | 2019412 A 10 H | #hn3RH RTMP Jid B ATBEE 1 1 .
Dec. 10,2019 Added interface to get RTMP configuration and settings.
1.0.5 2020 £ 1 J3 16 H | IR EHBERNSH, RS IRE.
Jan.16,2020 Increase the parameters set by the camera and the status of some
services.
1.0.7 2020 /3 H 27 H | ¥ HTTPS iE i b AR FIALET B At O

Mar.27.2020

Add interfaces for HTTPS certificate upload and private key upload







H =%

Index
1. The format of the HTTP request and reSpONSE.« wrtrtiririniiitinisiii e 6
2. CGl LI ZR oo 8
2. THE INTEITACE [IST weeeerrrrteeeiitiee ittt ettt ettt ertt e e ettt e s e rbbe e e s sttt e e s sabbaeesensbbaeesessaeeesnssaaeenan 8
B, BT T ettt ettt b et b ettt b e bt b aen 10
3. Interface SPECIfiCAtioN. oo 10
3.1 FREL USEE e veeverreerentieeetieeeterie ettt ettt ettt ettt et et et st e e b e besaeenne 10
oI B T =) VLY=)o [ IR PP PPUPPUPPPRPURPPPOt 10
32 e 11
B2 KEEP @lIVE et 11
EYE I TG =3 SOOI 12
3.3 VrSION INFOIMIAtION -ttt ee e ettt et e e e e e e e reeeeeeeeeeesnettbbbaeaeeeeaeaassnnsnnns 12
B B T ettt ae e 13
3.4 Get CaPabIlitiEs. e veveeereeee 13
R YT 1 = OO OO 14
RN T=] o o Yo ) KETT OO PP PP UPPPPIRN 14
3.6 PRI B e vereereeseeese ettt 16
3.6 Restore default SEttiNgS. . eveeueueiniiicii 16
3.7 LTI B o -veeenvveeeomreenmteentte et e ettt e ettt e sttt ettt ettt e et e st e bt e bt e e ba e e sab et e st et e nateeeraeesanaees 18
3.7 N ETWOIK e eeeeeettetttittt ettt e e e e e e e e e e e e eeeeeeeeteeeaaeaeeeens e ees 18
3.8 Il evvevesesssssssses s s 19
o T T 02 1= TP U P U PPPUPPPPUPPPPPRRY 19
3.9 A ITRDAE I oo 23
3.9 Video encoding capabiliti@s. .. o weueuemriiieieiiiiiiciiii 23
310 AR IT B eeeveoveeveeeeeeeeeeeeeeeee et 24
3.10 Video encoding CONfiGUIAtion . v riivrisiiiiiiiiii s 24
e =T U ) LT A . OO 26
3.11 Audio encoding Capabiliti@s. . v weueueuniiiciiiiiiicii 26
312 T BRI IIT B eeeveeeeeeeeeeeeeee e eee e 28
3.12 Audio encoding CONFIGUIAtION. . wvrverisiirisiiii e 28
313 OSD - eeereeeeeeeeeeeeeeeeee e e et e et ettt e e et e e e e e e e e erans 29
313 OSD - eeereeeeeeeeeeeeeeeeeeeee e e e et e et e et e et et e et e e e e e e e ras 29
314 B oot 33
3.14 MG v 33
315 PTZ J25 ] cvveeveereeeeeeeeeee e eees e 34
315 Pl Z oottt ettt 34
316 BB AT I TIE B e oveeemee et e e e 36
3.16 Motion Detect configuration. . ...cooeeeiiiiiiiiniii 36
317 FEBHVE AT (OEM) coeeeereeeeeeieeniseeteie st sttt sttt st ettt e et ene e s eseseneaneas 40
3.17 Obtain EQUIPMENT MO+ - eueuemeiiiiiiiiiiiiiiiiiiiiiiiiiiiii e 40
B 18 T  TH et 41
3.18USEr ManagemeENnt. ..oeeiiimiiiiiiiiiii s 41



319 BT A oo eseee e e e 45

3.19 SNAPSNOt UPIOA -+ cerermereiiiniiieiiiinici e 45
3.20 FRILTAL ST EB AR covveereeeeeeeeeeeeeeeee e ses e 47
3.20 Get the video file Path. ..o 47
32T [T L erveeeeereeeeeeeeeeee e 51
3.2T Upgrade FirMWare: ....ccoeueueiiiiiiiiiiiiiiiiii s 51
322 RTMP T B oo 53
3.22 RTMP CoNfigUuIation. . e eeeueueiiiticieiiiiciie e 53
303 A H T AR BT B e vvoeeeeeeeeeeeeeeee e e 56
3.23 ScheduleStorage Configuration. . .coeveueiriniiicieiiiii e 56
3.24 FEB AT AR TIL B oo veverreeeerreererie sttt ettt ettt st sttt en e st e nreeaeens 59
3.24 EventStorage Configuration: . 59
3.25 FRBHVEAARTAS (OEM) coeeerieteeeienieieeet ettt sttt s ettt e e s et e s eseseeaneas 62
3.25 GOt AEVICE STATUS:-+++vvreeereeeetmmmiiiiiittttee et et e e esrb ettt e eeeeeeesaaaabbbtteeeeeeesssesaaanrtsaaeeeeeeeeaanns 62
326 IR 1O FR A TF o erreeeeeeeee e eeee e 63
3.26  Trigger 10 alarm SWtCh .. e 63
327 BRI TG ] T o T B e eveeerreeeerre oottt sttt ettt 64
3.27  WDR SWItCh SETtINGS- - eueueueuriiiiiiiiiiiiiii 64
328 R Tt B oo eeerrere ettt ettt ettt sttt st e st e st 65
3.28 noise reduction SWitCh SEtINGS. - everveueieiniicii e 65
320 DI TT JE T B cvvreveee e oo eesee oo 67
3.29 Encoding code stream switch Setting......ocooeeeiiiiiiiii 67
330 ZEAMT DAL B B T o TB B e evvererreerenreeeente ettt sttt ettt sttt 68
3.30 Infrared light and brightness switch settings.......ccveeuveeieiniieinieiniiiiiicns 68
33T RGBT LTI APl ettt sttt ettt sttt sttt 70
3.31  Service port SWItCh APl oo 70
332 BB BETADCIT AP crereereereereeeeeeeeeees e see e 72
3.32  Service port SWItCh APl e 72
333 IR B I B B oo 74
3.33  set flip SEHHINGS- evevreemeieieiicic 74
3.34 https UE BRI EAE e 75
3.34 https Certificate and private key upload. oo 75
4§ F XMLHttpRequest 1 WEB IR 25 251 CGl FZFF - vvovvmeeieeccs 77
4. Using XMLHttpRequest to call CGl program of web server- ... 77



1. HTTP 5Kk 5m R H#E =
1. The format of the HTTP request and response

1) HTTP GET i3k, {ETHR N AIHIEAE HTTP URL .,
1) To request with HTTP GET, write the contents of the request in the HTTP URL.

2) W Z AR ESHN R AW E, REEFRCEGE R, Wz 5 ne & S 802
WE, WERIZ IR E S
filtn AHBEE  /cgi-bin/network?uid=XXXXXXXX
WHEAE  /cgi-bin/network?dhcp=08uid=XXXXXXXX

2) If there is no configuration parameter behind the question mark, it is the query
configuration to return the current configuration information;If the configuration
parameter behind the question mark is set, the configuration parameter returned to take
effect after the success is set.
For example

Query configuration /cgi-bin/network?uid=XXXXXXXX



Set the configuration /cgi-bin/network?dhcp=08uid=XXXXXXXX

3) VR IR UL 7 M 7 i ST R IR R S JR R, A% 2y
<?xml version="1.0" encoding="UTF-8"?>

<fault>

<value>describe the value</value>

<reason>describe the reason</reason>

</fault>

3) The cause of the error returned in the response message when the request failed.
Message format for example

<?xml version="1.0" encoding="UTF-8"?>

<fault>

<value>describe the value</value>

<reason>describe the reason</reason>

</fault>



2. CGl #EOF|FR

2. The interface list

% | 7K URL iR
No. | The requested URL Description
1 /cgi-bin/getuid?username =xxxx&password=xxxx FREX user id
Request user id
2 /cgi-bin/keep_alive?uid=XXXXXXXX OBk
Keep alive
3 /cgi-bin/getinfo?uid =XXXXXXXX WRE R

Version information

4 /cgi-bin/getcapabilities?uid =XXXXXXXX

AEJI%R

capabilities

5 /cgi-bin/reboot?uid =XXXXXXXX

HF

reboot

6 /cgi-bin/factory_reset?uid =XXXXXXXX

WA WE
Restore default
Settings

7 /cgi-bin/network?uid=XXXXXXXX

R

network

8 /cgi-bin/time?uid=XXXXXXXX

i []

time

9 /cgi-bin/videoencoder/getcapabilities?uid=XXXXXXXX

PRATZRY e ) 5
Video encoding
capabilities

10 /cgi-bin/videoencoder?uid=XXXXXXXX

FLA 2 L) P B
Video encoding
configuration

11 | /cgi-bin/audioencoder/getcapabilities?uid=XXXXXXXX | & Jigmht e /15
Audio encoding
capabilities

12 | /cgi-bin/audioencoder?uid=XXXXXXXX B A A I
Audio encoding
configuration

13 | /cgi-bin/osd?uid=XXXXXXXX 0osD

14 | /cgi-bin/image?uid=XXXXXXXX ESEE
image

15 | /cgi-bin/ptz_ctrl?stop=18&uid=XXXXXXXX = B
PTZ

16 | /cgi-bin/motion?uid=XXXXXXXX B vt
Motion

17 | /cgi-bin/getmodel?uid=XXXXXXXX RIS

Model




18 | /cgi-bin/user_management?uid=XXXXXX 4 PR
User Management
19 | /cgi-bin/snapshot.cgi?uid=XXXXXXX P A%
snapshot upload
20 | POST /cgi-bin/OnvifFirmwareUpgrade HTTP/1.1 I 11 - 4%

Upgrade Firmware

21




3. BEOuEH

3. Interface specification

W 4 T Bl /cgi-bin/getuid 42 LI3REX user id, HoAth 3% 10 #8 F5 ZIGAIE user id . User id 60
PORRIN, KRR )G T EEHNE K user id. BFXEIITE R cgi #2112 J5 HET vH SR IN IR E], 4
FAC I 18] AT 1 SR AH XA B user id ANRAL, ATEME I /cgi-bin/keep_alive #: H LR FF 0Bk .

First you need to get the user id using the /cgi-bin/getuid interface. The other
interfaces need to authenticate the user id. User id timeout for 60 seconds, user id needs
to be requested again after expiration. After each successful request cgi interface to
recalculate the timeout, if there is no request for a long time and hope user id does not
expire, you can use the /cgi-bin/keep_alive interface to keep the heartbeat.

3.1 3RHY user id

3.1 Get user id

/cgi-bin/getuid?username=xxxx8password=xxxx

SHATR SHE iR
Parameter Parameter value Description
name
username FREAHF IPC F " 44
Letters and | IPC username
Numbers
password TR IPC %74
Letters and | IPC password
Numbers
Wi 7 434 3C
Response message
RS NE iR
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> TR, uid & XXXXXXXX
<uid > XXXXXXXX < /uid > The request was successful, uid is
XXXXXXXX
400 <?xml version="1.0" encoding="UTF-8"?> RIS HUR W
<fault> Failed to get parameters
<value>/cgi-bin/getuid</value>
<reason>error, parse parameters</reason>
</fault>

10




400 <?xml version="1.0" encoding="UTF-8"?> SR P 44 R
<fault> Failed to get username
<value>/cgi-bin/getuid < /value>

<reason>error, parse username</reason>

</fault>
400 <?xml version="1.0" encoding="UTF-8"?> SR S M
<fault> Failed to get password

<value>/cgi-bin/getuid < /value>

<reason>error, parse password</reason>

</fault>
400 <?xml version="1.0" encoding="UTF-8"?> SR
<fault> Wrong password

<value>/cgi-bin/getuid</value>

<reason> password error</reason>

</fault>

3.2 DBk

3.2 Keep alive

/cgi-bin/keep_alive?uid=XXXXXXXX

SH AW SHE ik
Parameter Parameter value Description
name
uid SAERA id, @il /cgi-bin/getuid £ 152 id
User id for the session. The id passed through the
/cgi-bin/getuid interface.

M 17 4 4 SC

Response message

REH NE iR

Status Content Description

code

200 <?xml version="1.0" encoding="UTF-8"?> 1 3K BT
<keep_alive>true</keep_alive> The request was successful

400 <?xml version="1.0" encoding="UTF-8"?> RIS HUR W
<fault> Ui 23 B AE HAt CGI 45 13
<value>/cgi-bin/keep_alive</value> SRS AT RE I, N AR
<reason>error, parse parameters</reason> B

11




</fault>
Failed to get parameters

(This response message may also
appear in the request of other
CGl interface error, the following

will not be repeated explanation)

400 <?xml version="1.0" encoding="UTF-8"?> FREL uid
<fault> Cblmm 23 S A Hoh CGI 2 11
<value>/cgi-bin/keep_alive</value> SRS AT AR B, B OCAMEE
<reason>error, parse uid</reason> SR
</fault>

Failed to get uid

(This response message may also
appear in the request of other
CGl interface error, the following

will not be repeated explanation)

400 <?xml version="1.0" encoding="UTF-8"?> uid 5% EE AR L
<fault> CUHema 31 2 AE Hofth CGI 3% 0%
<value>/cgi-bin/keep_alive</value> SR AR AT RE L, T SCAMIE
<reason>uid error</reason> HRED
</fault>

uid error or invalid timeout
(This response message may also
appear in the request of other

CGl interface error, the following

will not be repeated explanation)

3.3 FWMBZER

3.3 Version information

/cgi-bin/getinfo?
/cgi-bin/getinfo?uid =XXXXXXXX

Y. getinfo A I 7 44 8 SRS IAE %, 7] LA OEM 15 B MAC it
RN EVGEZ 5, AT BARBGR % HO TR 45 2

Note: When getinfo is not added with user name or password authentication, it can
output OEM information and MAC address. If authentication is added, all information of
the device can be obtained.

SH AW SHE ik
Parameter Parameter value Description

12




name
uid 2RI id, J#id/cgi-bin/getuid #: D331 id
User id for the session. The id passed through the
/cgi-bin/getuid interface.
Wi 7 414 3C
Response message
REH W& iR
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> R . ZHMEL:
<info oem="MC400L" | oem: ¥ #%% =
mac_address="F0:00:00:29:06:9F"/> mac_address: MAC B it
The request was successful. The
value of the parameter is:
oem: device model
mac_address: MAC physical
address
200 <?xml version="1.0" encoding="UTF-8"?> R, SHMER:
<info kernel="Linux 3.18.30 #15 PREEMPT Fri Mar 30 | kernel: WA
15:27:46 CST 2018 armv7l" filesystem="MC400L" | filesystem: 1 RGhA
sn="EF0000000029069F" oem="MC400L" | sn: =& /T
mac_address="F0:00:00:29:06:9F"/>
The request was successful. The
value of the parameter is:
kernel: Kernel version
filesystem: File system version
sn: Product serial number
3.4 1%

3.4 Get capabilities

/cgi-bin/getcapabilities?uid =XXXXXXXX

SR AR SHE iR
Parameter Parameter value Description
name
uid SAEMA P id, i#id/cgi-bin/getuid 3 53K id
User id for the session. The id passed through the

13




/cgi-bin/getuid interface.

M S F) 4 3C
Response message
REH W& 2734
Status Content Description
code
200 <?xml version="1.0" | HRWMI. SEINMHE 1 3R, 0 ACHFES
encoding="UTF-8"?> video: /& 75X RFHLAT
<capabilities  video="1"  audio="1" | audio: &7 &
ptz="0"/> ptz: REXFF= G2
The request was successful. The value of
parameter 1 is supported, 0 is not supported.
video: Whether to support video
audio: Whether to support audio
ptz: Whether to support PTZ
3.5 EF
3.5 Reboot

/cgi-bin/reboot?uid=XXXXXXXX

SH AW SHE ik
Parameter Parameter value Description
name
uid LG id, @il /cgi-bin/getuid 152 id
User id for the session. The id passed through the
/cgi-bin/getuid interface.
M 7 FRJ 4R S
Response message
RS WA ik
Status Content Description
code
200 <2xml version="1.0" | &Rk

encoding="UTF-8"?>

<reboot>true</reboot>

The request was successful.
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3.6 IRE M WE

3.6 Restore default Settings

/cgi-bin/factory_reset?uid =XXXXXXXX
/cgi-bin/factory_reset?retain_network=18wid =XXXXXXXX

SHATR SHE iR
Parameter Parameter value Description
name
uid 2RI id, J#id/cgi-bin/getuid #0331 id

User id for the session. The id passed through the
/cgi-bin/getuid interface.

retain_network | %= 1 1. RRWEH] SRBRAMNEILE.
Number 1

1: Represents that restoring the factory will retain the

network configuration of the device.

M S FR) 4 3C

Response message

REH A& iR

Status Content Description

code

200 <?xml version="1.0" | &R
encoding="UTF-8"?> The request was successful.
<factory_reset>true</factory_reset>

400 <?xml version="1.0" | KIS ELIL

16




encoding="UTF-8"?>

<fault>
<value>/cgi-bin/factory_reset</value>
<reason>retain_network 0 or

1</reason>

retain_network Z# R g2 1, 2 HRXH

K

W

The retain network parameter can only be
1. The rest of the parameters are wrong.

</fault>

400 <?xml version="1.0" | FRIWSHKIK
encoding="UTF-8"?> retain_network Z# A N, EIRETIR
<fault>

<value>/cgi-bin/factory_reset</value>
<reason>retain_network:
NULL</reason>

</fault>

When the retain_network parameter is
empty, an error is reported.

17




3.7 MBERE

3.7 Network

/cgi-bin/network?uid=XXXXXXXX

/cgi-bin/network?dhcp=08&uid=XXXXXXXX
/cgi-bin/network?ipaddr=192.168.4.65&netmask=255.255.255.08gateway=192.168.4.1&
Uid =XXXXXXXX

/cgi-bin/network?dns1=114.114.114.114&dns2=8.8.8.8 & uid =XXXXXXXX
/cgi-bin/network?port=808wid=XXXXXXXX

AR SHE iR
Parameter Parameter value Description
name
uid 2FHIA P id, it /cgi-bin/getuid 3 753K id
User id for the session. The id passed through the
/cgi-bin/getuid interface.
dhcp &I ( Option ): 1 J3F DHCP, 0 %%F DHCP
1 1 Enable DHCP, 0 Disable DHCP
0
ipaddr IP ik
IP address
netmask T IAHERD
Subnet mask
gateway EFS:biN
Gateway address
dnsT 5t DNS
Preferred DNS
dns2 # 1 DNS
Standby DNS
port #5780 LA 1000 & | w1
65535 Server port
Numbers 80 or from
1000 to 65535

M 7 4 4 SC

Response message

REH W& iR

Status Content Description

code

200 <?xml version="1.0" encoding="UTF-8"?> R . ZHMELZ:
<network macaddr="XX-XX-XX-XX-XX-XX" dhcp="0" | macaddr: MAC ik

18




ipaddr="192.168.0.10"
gateway="192.168.0.1"

dns2="8.8.8.8" port="80"/>

netmask="255.255.255.0"
dns1="114.114.114.114"

dhcp: 1 3] DHCP, 0 24/f] DHCP
ipaddr: 1P Hiht

netmask: FRIHENL

gateway: PocHhbk

dns1: %% DNS

dns2: #5f] DNS

port: ¥

The request was successful. The
value of the parameter is:
macaddr: MAC address

dhcp: 1 Enable DHCP, 0 Disable
DHCP

ipaddr: IP address

netmask: Subnet mask

gateway: Gateway address

dns1: Preferred DNS

dns2: Standby DNS

port: Server port

400 <?xml version="1.0" encoding="UTF-8"?> Z:¥ dhep FE iR
<fault> (HALZHW RN KR, AE
<value>/cgi-bin/network</value> HRED
<reason>dhcp: 0 or 1</reason>
</fault> Parameter dhcp error
(Other parameters similar to the
wrong tips do not repeat the
explanation)
3.8 A
3.8 Time

/cgi-bin/time?uid=XXXXXXXX

/cgi-bin/time?timezone=GMT+08:008uid =XXXXXXXX
/cgi-bin/time?update_method=MANUAL&year=2017&month=118&day=308&hour=88&mi

n=0&sec=08&uid=XXXXXXXX

/cgi-bin/time?update_method=ntp&ntpaddr=pool.ntp.org&port="123&uid =XXXXXXXX

iR

Description

SR ZHE
Parameter Parameter value
name
uid

SAERA P id, i#id/cgi-bin/getuid #2078 3K id

19




User id for the session. The id passed through the

/cgi-bin/getuid interface.

timezone

15 ( Option ):
GMT+00:00
GMT+01:00
GMT+02:00
GMT+03:00
GMT+03:30
GMT+04:00
GMT+04:30
GMT+05:00
GMT+05:30
GMT+05:45
GMT+06:00
GMT+06:30
GMT+07:00
GMT+08:00
GMT+09:00
GMT+09:30
GMT+10:00
GMT+11:00
GMT+12:00
GMT+13:00
GMT-01:00
GMT-02:00
GMT-03:00
GMT-03:30
GMT-04:00
GMT-04:30
GMT-05:00
GMT-06:00
GMT-07:00
GMT-08:00
GMT-09:00
GMT-10:00
GMT-11:00
GMT-12:00

i X

Time zone

update_method

&I ( Option ):
MANUAL

NTP

p2p

B3
Update method

year

ey

Numbers

year

month

ey

Ao

20




Numbers month
day o H i
Numbers day
hour o N
Numbers hour
min e Vancil
Numbers minute
sec Ky oot
Numbers Seconds
ntpaddr NTP g% a it
NTP server address
port Hr7 80 B A 1000 £ | NTP AR 55-# it I
65535 NTP server port
Numbers 80 or from
1000 to 65535
M 17 4 4 SC

Response message

REG
Status
code

QA
Content

ik

Description

200

<?xml version="1.0" encoding="UTF-8"?>
<time timezone="GMT+08:00"
ntpaddr="pool.ntp.org"

current_time="2017-11-30 08:00:00"/>

update_method="ntp"

port="123"

EREI. SHMNERE:
timezone: Hf[X
update_method: B 375 1k,
ntpaddr: NTP JIR%5 28 #1h):
port: NTP fIR45%% i 1
current_time: 4HTIN [A]

The request was successful. The
value of the parameter is:
timezone: Time zone
update_method: Update method
ntpaddr: NTP server address

port: NTP server port

current_time: Current time

400

<?xml version="1.0" encoding="UTF-8"?>
<fault>

<value>/cgi-bin/time</value>
<reason>timezone error</reason>

</fault>

2 timezone 1%
(HAh SRR, A E
R

Parameter timezone error
(Other parameters similar to the
wrong tips do not repeat the

explanation)
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3.9 WML RE 15

3.9 Video encoding capabilities

/cgi-bin/videoencoder/getcapabilities?uid=XXXXXXXX

SHATR SHE iR
Parameter Parameter value Description
name
uid ZAFHIA P id, iid/cgi-bin/getuid 3 753K id
User id for the session. The id passed through the
/cgi-bin/getuid interface.

M 7 P4 S

Response message

RS HE P4
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> R . ZHMEL:
<video_capabilities> stream1: TG
<stream1> stream2: T
<encode_mode name="H264"> encode_mode: itz
<resolution name="2592X1944"> resolution: 7r##%
framerate_range: Wiy
<framerate_range>1-15</framerate_range> bitrate_range: 3%u[H
<bitrate_range>500-8000</bitrate_range> The request was successful. The
</resolution> value of the parameter is:
<resolution name="1080P" > stream1: Main stream

stream2: Sub stream
<framerate_range>1-30</framerate_range> encode_mode: Encode mode
resolution: Resolution
<bitrate_range>500-6000</bitrate_range> framerate_range: Framerate range
</resolution> bitrate_range: Bitrate range
</encode_mode>
<encode_mode name="H265">

<resolution name="2592X1944">

<framerate_range>1-15</framerate_range>

<bitrate_range>500-6000</bitrate_range>

</resolution>

23




<resolution name="1080P">

<framerate_range>1-30</framerate_range>

<bitrate_range>500-4000</bitrate_range>
</resolution>
</encode_mode>
</stream1>
<stream2>
<encode_mode name="H264">

<resolution name="VGA">

<framerate_range>1-30</framerate_range>

<bitrate_range>50-2000</bitrate_range>
</resolution>

<resolution name="480X360">

<framerate_range>1-30</framerate_range>

<bitrate_range>50-2000</bitrate_range>
</resolution>

</encode_mode>

<encode_mode name="H265">

<resolution name="VGA">

<framerate_range>1-30</framerate_range>

<bitrate_range>50-2000</bitrate_range>
</resolution>

<resolution name="480X360">

<framerate_range>1-30</framerate_range>

<bitrate_range>50-2000</bitrate_range>
</resolution>
</encode_mode>

</stream2>

</video_capabilities>

3.10 MAgRISECE

3.10 Video encoding configuration




/cgi-bin/videoencoder?uid=XXXXXXXX
/cgi-bin/videoencoder/stream1?encode_mode=H265&resolution=1080P&framerate=25
&govlength=100&bitrate=2500&bitrate_control=CBR&uid =XXXXXXXX
/cgi-bin/videoencoder/stream2?encode_mode=H265&resolution=480X360&framerate=2
5&govlength=100&bitrate=200&bitrate_control=CBR&wid=XXXXXXXX

SHATR SHE iR
Parameter Parameter value Description
name

uid 2RI id, J#id/cgi-bin/getuid #: D331 id
User id for the session. The id passed through the
/cgi-bin/getuid interface.

encode_mode Hufis s\, it /cgi-bin/videoencoder/getcapabilities £ 13
ExEiopril]
Encode_mode. Options available  through the
/cgi-bin/videoencoder/getcapabilities interface

resolution 4y HER , @it /cgi-bin/videoencoder/getcapabilities £z 1143 2|
3bri
Resolution. Options available through the
/cgi-bin/videoencoder/getcapabilities interface

framerate Wi, 3@ id/cgi-bin/videoencoder/getcapabilities #1743 )
et
Framerate. Options available through the
/cgi-bin/videoencoder/getcapabilities interface

govlength I T (51
Gov length

bitrate fih %, i id/cgi-bin/videoencoder/getcapabilities 4% 1175 FI{]
eI
Bitrate. Options available through the
/cgi-bin/videoencoder/getcapabilities interface

bitrate_control &5 ( Option ): 2R s 1| S Y

CBR Bitrate control type
VBR

M 7 FRJ4 S

Response message

RS NE iR

Status Content Description

code

200 <?xml version="1.0" encoding="UTF-8"?> R . ZHINER:

<videoencoder> stream1: FHEIR
<stream1 encode_mode="H265" resolution="1080P" | stream2: THZii
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framerate="25"  govlength="100"  bitrate="2500" | encode_mode: #mfitfz{
bitrate_control="CBR"/> resolution: 3#E%
<stream2 encode_mode="H265" resolution="480X360" | framerate_range: MiZ 3
framerate="25" govlength="100" bitrate="200" | govlength: | ii[a][&

bitrate_control="CBR"/> bitrate_range: f3ZiE
</videoencoder> bitrate_control: % 5 257

The request was successful. The
value of the parameter is:

stream1: Main stream

stream2: Sub stream
encode_mode: Encode mode
resolution: Resolution
framerate_range: Framerate range
govlength: Gov length
bitrate_range: Bitrate range

bitrate_control:  Bitrate  control

type
400 <?xml version="1.0" encoding="UTF-8"?> 2% encode_mode 1%
<fault> (HALZHW RN KR, AE
<value>/cgi-bin/videoencoder/stream1</value> SR
<reason>encode_mode error</reason>
</fault> Parameter encode_mode error

(Other parameters similar to the

wrong tips do not repeat the

explanation)

3.11 EHgwmEENE

3.11 Audio encoding capabilities

/cgi-bin/audioencoder/getcapabilities?uid=XXXXXXXX

SHATR SHE iR
Parameter Parameter value Description
name
uid SAERA P id, i#id/cgi-bin/getuid #2078 3K id
User id for the session. The id passed through the
/cgi-bin/getuid interface.

M 82 FR) i 3C

Response message
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RS HE P4
Status Content Description
code

200 <?xml version="1.0" encoding="UTF-8"?> R . ZHMEL:

<audio_capabilities>
<encode_type name="G.711">
<samplerate name="8000">
<bitrate>64000</bitrate>
</samplerate>
</encode_type>
<encode_type name="G.711A">
<samplerate name="8000">
<bitrate>64000</bitrate>
</samplerate>
</encode_type>
<encode_type name="AAC">
<samplerate name="16000">
<bitrate>16000</bitrate>
</samplerate>
</encode_type>

</audio_capabilities>

encode_type: Zmfit2Ay
samplerate: RFER
bitrate: Lb4FH%

The request was successful. The
value of the parameter is:
encode_type: Encode type
samplerate: Samplerate

bitrate: Bitrate
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3.12 BEHREREE

3.12 Audio encoding configuration

/cgi-bin/audioencoder?uid =XXXXXXXX
/cgi-bin/audioencoder?enable=08wwid=XXXXXXXX
/cgi-bin/audioencoder?enable="18wwid=XXXXXXXX
/cgi-bin/audioencoder?enable=18encode_type=G.711&samplerate=8000&bitrate=6400
0&uid =XXXXXXXX
/cgi-bin/audioencoder?input_volume=60&output_volume=80&amplify=18wid=XXXXXX
XX

SHATR SHE iR
Parameter Parameter value Description
name
uid ZAFHIA P id, iid/cgi-bin/getuid 3 175 3K id

User id for the session. The id passed through the
/cgi-bin/getuid interface.

enable I ( Option ): 1 JBHEM, 0 ZHEM
1 1 Enable audio, 0 Disable audio
0
encode_type YRG5 A , 3l /cgi-bin/audioencoder/getcapabilities #1143
By e T

Encode  type. Options available through  the

/cgi-bin/audioencoder/getcapabilities interface

samplerate RHEZR, i#id/cgi-bin/audioencoder/getcapabilities #1145 5
% 35
Samplerate. Options available through the

/cgi-bin/audioencoder/getcapabilities interface

bitrate EH;#, 85t /cgi-bin/audioencoder/getcapabilities % 1735
14326 51
Bitrate. Options available through the
/cgi-bin/audioencoder/getcapabilities interface
input_volume 1% 100 NG E
Numbers from 1 to | Input volume
100
output_volume 1% 100 Ll E =y
Numbers from 1 to | Output volume
100
amplify #35( Option ): 1 JAHEIG 0 ZH &g
1 1 Enable audio amplifier, 0 Disable audio amplifier
0
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Response message

REH W& iR
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> R . ZHMEL:
<audioencoder  enable="1"  encode_type="G.711" | enable: JgHaZ%H &M
samplerate="8000" bitrate="64000" input_volume="60" | encode_type: #ifii%!
output_volume="80" amplify="1"/> samplerate: RFER
bitrate: Lb4FH%
input_volume: A&
output_volume: it & &
amplify: f5 FEZE H & S i
The request was successful. The
value of the parameter is:
enable: Enable or disable audio
encode_type: Encode type
samplerate: Samplerate
bitrate: Bitrate
input_volume: Input volume
output_volume: Output volume
amplify: Enable or disable audio
amplifier
400 <?xml version="1.0" encoding="UTF-8"?> 4] enable #i%
<fault> (HALZH RN KL, AE
<value>/cgi-bin/audioencoder</value> HRR
<reason>enable: 0 or 1</reason>
</fault> Parameter enable error
(Other parameters similar to the
wrong tips do not repeat the
explanation)
3.13 OSD
3.13 OSD

/cgi-bin/osd?uid=XXXXXXXX
/cgi-bin/osd?enable=08&uid=XXXXXXXX
/cgi-bin/osd?enable=18&uid =XXXXXXXX
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/cgi-bin/osd?title_utf8=XXXXXXXX8&uid =XXXXXXXX
/cgi-bin/osd?enable=18&color=1&fontsize=1&title_pos_type=18&title_pos_x=1&title_pos_

y=0&show_res_bit=0&time_pos_type=1&time_pos_x=1&time_pos_y=08&show_week=1&
time_format=yyyy-mm-dd_hh:mm:ss&title_utf8=XXXXXXXX&uid = XXXXXXXX

AR SHE iR
Parameter Parameter value Description
name
uid 23R id, i /cgi-bin/getuid 45 115 3K id
User id for the session. The id passed through the
/cgi-bin/getuid interface.
enable &I ( Option ): 1 J2fH OSD, 0 #:H OSD
0 1 Enable OSD, 0 Disable OSD
1
color 15 ( Option ): OSD gits, 0 Bearptils, 1 AfTFERAN R, 2
0 FHEZWHE R, 3 AFRIEEHE R
1 OSD color. 0 Black text on white background, 1 White text
2 on black background, 2 Black text white border on
3 transparent background, 3 White text black border on
transparent background
fontsize 15 ( Option ): FRRSE, 0 /N, 1, 2 K
0 Font size. 0 Small, T Medium, 2 Large
1
2
title_pos_type 35 ( Option ): PRI E SRR, 0 Jri, 1 Abky
0 Title position type. 0 Direction, 1 Coordinate
1
title_pos_x By Fr 8 x iz B, title_pos_type=0 B B 0 £ 2,
Numbers title_pos_type=1 K HU{E 0 & 100
Title x-axis position. Values 0 to 2 for title_pos_type = 0
and 0 to 100 for title_pos_type =1
title_pos_y 7 Fr Ry Az B, title_pos_type=0 K B4 0 £ 2,
Numbers title_pos_type=1 K HUE 0 & 100
Title y-axis position. Values 0 to 2 for title_pos_type = 0
and 0 to 100 for title_pos_type =1
show res_bit %5 Option ): 0 RERDHHRALE, 1 BRDpPHREATRIGEK, 2 SR
0 TN RIS HEE, 3 BRI PR ARG 3
1 0 does not display resolution and code rate, 1 display
2 resolution does not display code rate, 2 display code rate
3 does not display resolution, 3 display resolution and code
rate.
time_pos_type T Option ): NEALEZRAL, 0 7, 1 ABtR
0 Time position type. 0 Direction, 1 Coordinate
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1

time_pos_x e WA x %A B, time_pos_type=0 B HU{H 0 = 2,
Numbers time_pos_type=1 I U 0 % 100
Time x-axis position. Values 0 to 2 for time_pos_type = 0
and 0 to 100 for time_pos_type = 1
time_pos_y o BF Al y 447 B, time_pos_type=0 B BU{H 0 £ 2,
Numbers time_pos_type=1 B HUH 0 & 100
Time y-axis position. Values 0 to 2 for time_pos_type = 0
and 0 to 100 for time_pos_type = 1
show_week #EIW( Option ): 1 BB, 0 AEREM
0 1 shows the week, 0 does not show the week
1
time_format %35 Option ): T A% =X
yyyy-mm-dd_hh:mm:s | BT CGl URL AREE & A& ZFF ', BT UE R B S5
s () QR AR B TR T SEYE R AR SO R B Y
yyyy/mm/dd_hh:mm:s | B[RS 2 23075
s Ebtn ik B 25 yyyy-mm-dd_hh:mm:ss
yy-mm-dd_hh:mm:ss | W R2H S SCH yyyy-mm-dd hh:mm:ss
yy/mm/dd_hh:mm:ss
hh:mm:ss_dd/mm/yyy | Time format
y Because the CGI URL can not contain the space character
hh:mm:ss_dd-mm-yyy | ', the time format space is replaced by the underscore '
y when setting the parameters, and the space characters in
hh:mm:ss_mm/dd/yyy | the time format reserved in the response message's
y message.
hh:mm:ss_mm-dd-yyy | For example, when setting parameters: yyyy-mm-dd_hh:
y mm: ss
mm/dd/yyyy_hh:mm:s | Response message parameters: yyyy-mm-dd hh: mm: ss
s
mm-dd-yyyy_hh:mm:s
s
title_utf8 PRy 2

%8 HTTP URL IIREYE, R title_utf8 [r{E#B /&~ B}
AN WA T B A, n SR 35 At < 57 U 75 B 45 utf8
T E S S
il
ipcamera

title_utf8=ipcamera
inas

title_utf8=%E4%BD%A0%E5%A5%BD
{R1F ipcamera

title_utf8=%E4%BD%A0%E5%A5%BDipcamera

Title content
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The title_utf8 parameter specification: according to
the HTTP URL specification, if the value of title_utf8 is both
alphanumeric and the number does not need to be
converted, if it contains other characters, it needs to be
converted to a utf8 encoded string.

For example:
ipcamera

title_utf8=ipcamera
inas

title_utf8=%E4%BD%A0%E5%A5%BD
YRYF ipcamera

title_utf8=%E4%BD%A0%E5%A5%BDipcamera

M 7 P4 5L

Response message

REE
Status
code

W&
Content

D)

Description

200

<?xml version="1.0" encoding="UTF-8"?>

<osd enable="1"
title_pos_type="1"
show_res_bit="0"
time_pos_y="0"

time_format="yyyy-mm-dd

title_utf8="XXXXXXXX"/>

color="1"
title_pos_x="1"

time_pos_type="1"

R T . ZHIE R
enable: i M EZEH OSD
color: Bt

fontsize: FAR}
title_pos_type: A fir B KM

fontsize="1"
title_pos_y="0"
time_pos_x="1"
show_week="1"
hh:mm:ss" | title_pos_x: 5 x {7 &

title_pos_y: A5l y fifr &
show_res_bit: &% &7~ 75 HF AL
time_pos_type: i [f] {7 B 27
time_pos_x: (8] x fivhr &
time_pos_y: BJ[A] y #if &
B TREN
time_format: I [E]#% 2%
title_utf8: i A 2%

show_week:

The request was successful. The
value of the parameter is:

enable: Enable or disable OSD
color: Color

fontsize: Font size
title_pos_type: Title position type
title_pos_x: Title x-axis position
title_pos_y: Title y-axis position

show_res_bit: Whether to display
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the resolution and bit rate
time_pos_type: Time position type
time_pos_x: Time x-axis position
time_pos_y: Time y-axis position
show_week: Whether to show the
week

time_format: Time format

title_utf8: Title content

400 <?xml version="1.0" encoding="UTF-8"?>
<fault>
<value>/cgi-bin/osd </value>

<reason>enable: 0 or 1</reason>

Z ¥ enable 4%
(HAMS B R PR R, A E
SR

</fault> Parameter enable error
(Other parameters similar to the
wrong tips do not repeat the
explanation)
3.14 B
3.14 Image

/cgi-bin/image?uid=XXXXXXXX

/cgi-bin/image?brightness=1288&contrast=128&saturation=128&sharpness=128&uid=X

XXXXXXX
AR SHE iR
Parameter Parameter value Description
name
uid SAERA P id, i#id/cgi-bin/getuid #0783 id
User id for the session. The id passed through the
/cgi-bin/getuid interface.
brightness #r5- 0 & 255 I
Numbers from 0 to | Brightness
255
contrast 7 0 % 255 X L B
Numbers from 0 to | Contrast
255
saturation #r5- 0 & 255 AR
Numbers from 0 to | Saturation
255
sharpness 50 % 255 BLRE
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Numbers from 0 to | Sharpness
255
M S F) 4 3C
Response message
REH W& iR
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> R . ZHMELE:
<image brightness="128" contrast="128" | brightness: /%
saturation="128" sharpness="128"/> contrast: X ELE
saturation: Y1
sharpness: 4/
The request was successful. The
value of the parameter is:
brightness: Brightness
contrast: Contrast
saturation: Saturation
sharpness: Sharpness
400 <?xml version="1.0" encoding="UTF-8"?> ZH brightness 4%

<fault>
<value>/cgi-bin/image</value>
<reason>brightness range: 0-255</reason>

</fault>

G S HUR R IR = KL, AE
N ()

Parameter brightness error
(Other parameters similar to the
wrong tips do not repeat the

explanation)

3.15 PTZ il

3.15 PTZ

fF 1L (stop)
/cgi-bin/ptz_ctrl?stop="18&uid =XXXXXXXX

£ (left)

/cgi-bin/ptz_ctrl?move_x=-18&move_y=08&8speed=58uid=XXXXXXXX

£ (rifht)

/cgi-bin/ptz_ctrl?move_x=18move_y=08&speed=58wuid=XXXXXXXX

+ (up)

/cgi-bin/ptz_ctrl?move_x=08move_y=18&speed=58wid=XXXXXXXX
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T (down)
/cgi-bin/ptz_ctrl?move_x=08move_y=-18&speed=58&uid =XXXXXXXX
Kb (upper left)
/cgi-bin/ptz_ctrl?move_x=-18&move_y=18&speed=58&uid =XXXXXXXX
£ K (lower left)
/cgi-bin/ptz_ctrl?move_x=-18move_y=-18speed=58uid =XXXXXXXX
i b (upper right)
/cgi-bin/ptz_ctrl?move_x=18move_y=18speed=58wid=XXXXXXXX
iR (lower right)
/cgi-bin/ptz_ctrl?move_x=18move_y=-18&speed=58&uid =XXXXXXXX
UK (zoom narrow)

/cgi-bin/ptz_ctrl?zoom=18&uid =XXXXXXXX

457N (zoom wide)

/cgi-bin/ptz_ctrl?zoom=-1&uid =XXXXXXXX

i (focus near)

/cgi-bin/ptz_ctrl?focus="18&uid =XXXXXXXX

1k (focus far)

/cgi-bin/ptz_ctri?focus=-1&uid =XXXXXXXX

FePEAF K (iris open)

/cgi-bin/ptz_ctrl?iris=18uid =XXXXXXXX

FeFEAE /N (iris close)

/cgi-bin/ptz_ctrl?iris=-1&uid=XXXXXXXX

WA TUE 5 (call preset)
/cgi-bin/ptz_ctrl?call_preset="18twid=XXXXXXXX

WINTE S (add preset)
/cgi-bin/ptz_ctrl?add_preset="1&uid =XXXXXXXX

MMBRTE & (delete preset)
/cgi-bin/ptz_ctrl?delete_preset="18wid=XXXXXXXX

SHATR SHE iR
Parameter Parameter value Description
name
uid ZAFHIA P id, iid/cgi-bin/getuid 3 753K id

User id for the session. The id passed through the
/cgi-bin/getuid interface.

speed HE1%E10 S
Numbers from 1 to | Speed
10

HALSHOAHIZ, 288 B SCF28 (% URL 5 H
Other parameters are not listed, according to the URL listed

above

M 2 FR) i 3C

Response message

35




RS HE P4

Status Content Description
code

200 <?xml version="1.0" encoding="UTF-8"?> TR

<ptz_ctrl>true</ptz_ctrl>

The request was successful.

400

<?xml version="1.0" encoding="UTF-8"?>
<fault>

<value>/cgi-bin/ptz_ctrl</value>
<reason>move_x range: -1,0,1</reason>

</fault>

Z ¥ move_x t&i%
(HAMS B RFER R, AE
SR

Parameter move_x error
(Other parameters similar to the

wrong tips do not repeat the

explanation)

3.16 BIMINECE

3.16 Motion Detect configuration

/cgi-bin/motion?uid=XXXXXXXX

/cgi-bin/ motion?enable=08uid=XXXXXXXX
/cgi-bin/ motion?enable=18&uid =XXXXXXXX
/cgi-bin/ motion?enable=18& blockcount=22x18&areavalue=XXXXXXXX &uid=XXXXXXXX
/cgi-bin/motion?enable=18&sensitivity=80&alarmthreshold=208&enable_nighttime=18&ni

ght_sensitivity=80&night_alarmthreshold=208&blockcount=22x18&areavalue =XXXXXXXX
&wid =XXXXXXXX

SE AR SR E iR
Parameter name Parameter value Description
uid 2 WA id, J8id/cgi-bin/getuid #2145 2111
id
User id for the session. The id passed through
the /cgi-bin/getuid interface.
enable %75 (Option) F& sh ot A% R
1 1 BRI 0 <S5
0
Motion detection enable
1 Start motion detection 0 Turn off motion
detection.
sensitivity 1 % 100 RIPE
sensitivity
alarmthreshold ¥ 1% 100 BT IRRE
alarm threshold.
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enable_nighttime

1T (Option)
1
0

e 2K g

1 FHKRIEI 25 0 1% H# (8 24

R 18] 2 H A

night_sensitivity, night_alarmthreshold.

Night parameter enable

1 Enable nighttime parameters 0 Disable
nighttime parameters.

Night parameters include:

night_sensitivity, night_alarmthreshold.

night_sensitivity

=12 100

B IR] RFUE

Night sensitivity

night_alarmthreshold

7 1% 100

Al TR AR

Night alarm threshold

blockcount

TR H
AT x HI

M B AGTIN ) X 3 Bk

Number of area blocks for motion detection

areavalue

F 3l it [X 455

Ui B

X Sk H N AL A 47 6 8 B A A R B —
TR, Z RAE A 0(1 AR Bk e,
0 AFRBA ek i), FERfX L5 347
16 33t 7455 5 g , ol B 28 1 RS B ot
WX IFUA

i 4n:

Ax4 I XS Ak rh,  #EBh T X S8 fE
Jufftf, aEAGES, W2y 0000,

Motion detection area value

Description:

Each 8 blocks from left to right are filled in a
byte bit by bit, and the extra bit is filled in 0 (1
represents the selected block, 0 represents the
unselected block), and these bytes are encoded
in a hexadecimal string, which is the final value

of the mobile detection region.

For example:

All 4x4 areas are selected, the motion detection
area value is: ffff, and all are unchecked, it is
0000.
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Response message

RS NE P4
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> R, ZHIEZ:
<motion enable="1" sensitivity="80" enable: 5 I BEE % 3h (il
alarmthreshold="20" enable_nighttime="1" sensitivity: REE
night_sensitivity="80" night_alarmthreshold="22" alarmthreshold: % R{A
blockcount="22x18 " areavalue="xxxxxxxxxx"/> enable_nighttime: & 8k {E & 1] S5
night_sensitivity: 78] Z %
night_alarmthreshold: 7 [A13% 2 fR{E
blockcount: AT X 3%
areavalue: #aNTINIX IEH
400 <?xml version="1.0" encoding="UTF-8"?> 24 enable #5i%

<fault>
<value>/cgi-bin/motion</value>
<reason>enable: 0 or 1</reason>

</fault>

(LA ZH IR BRI, A ER
B

Parameter enable error
(Other parameters similar to the wrong

tips do not repeat the explanation)
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3.17 WK EZES (OEM)

3.17 Obtain Equipment Model

/cgi-bin/getmodel?uid =XXXXXXXX

SHATR 2HE ik
Parameter name Parameter value Description

uid 2AHHI A P id, 85d/cgi-bin/getuid % 1153 )
id
User id for the session. The id passed through
the /cgi-bin/getuid interface.

M 7 P4 S

Response message

R WA ik

Status Content Description

code
200 <?xml version="1.0" encoding="UTF-8"?> R MC200J6 Bl S AT 44 IFiE R Tl -

<model>MC200J6</model>

model:OEM % £ %45 MC200J6

Suppose the MC200J6 model operates and
requests success.
model:OEM Equipment type:MC200J6
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3.18 P EH

3.18User Management

/cgi-bin/user_management?action=add&name=XXXX8&newpasswd=XXX&privilege=User
&enable=Enable&8tuid=XXXXXX
/cgi-bin/user_management?action=delete&name=XXXX&uid =XXXXXX
/cgi-bin/user_management?action=edit&name=XXXX8newpasswd=XXX8&privilege=User
&enable=Disable&uid=XXXXXX
/cgi-bin/user_management?action=edit8&name=XXXX8&newpasswd=XXX&uid=XXXXXX
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/cgi-bin/user_management?action=get_user8uid=XXXXXX

145/ get_user 84 1T DLSRECY BT B34 A I BT A 1 P 1 XML A3 B
FH P45 B R A PR A B

2. I User: AL E IPC UL E, AREIEEBCE A

3. #{EH ;* Operator: AR 1 H - & H#AMA BT A AR

4. G Administrator: 34 IPC (T HIRLE

R 1 AHORERAE I P A4 A 1S 22 A ) 2 8

-add 775 # K : name. newpasswd. privilege. enable
-delete 775 #5K: name

-edit 7775 %K : name

-edit 7L i%: newpasswd. privilege. enable

1. The get_user instruction can be used to obtain the XML information of all users in the
current device.

User management is authority management.

2.0rdinary User: User who can only view the configuration of IPC, can not modify the
configuration.

3. Operator for Operator: All rights except user management

4. Administrator: Has all the permissions of IPC

Parameters in addition to username and password for the associated action
- Add Requires: name, password, privilege, enable

- Delete Requires: name

- Edit Requires: name

- Edit Optional: password, privilege, enable

SHATR SHE iR
Parameter name Parameter value Description
uid ZiHEIM P id, @it /cgi-bin/getuid 3% D75 3 #)
id

User id for the session. The id passed through
the /cgi-bin/getuid interface.

action (must) 1: add 1. add UIMA P #:1E
2: delete 2. delete &MIFRH F #:1E
3: edit 3. edit /&g i ERE
4: get_user 4. get_user Z&3KEUH T A ) XML
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1. Add is to add user actions
2. delete is a delete user operation
3. Edit is an edit user operation
4. get_user is to get all the user's XML
name (must) FIF i
Char * PS: B KAV 40 METHIKEE.,
User name
PS: Maximum allowable length of 40 bytes.
newpasswd TAFH Password:
Char* To edit the user's password
privilege FrFHR AR )
Char* 1. User HigBEAE, MeBdicE
1. User 2. Administrator 4 TG RUR
2. Administrator 3. Operator 4 4% T F /& 34N A AR
3. Operator
1. User Configuration can only be viewed, but
configuration cannot be modified.
2. Administrator Ownership
3. Operator Have all rights except user
management
enable TR Enable: fifgH /-
Char* Disable: ZKfeH ;!
1. Enable
2. Disable Enable: enabling users
Disable: Disabled Users
M 17 4 4 SC
Response message
REH NE iR
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> R . Z% user_management
<user_management>OK</user_management> BN OK
400 <?xml version="1.0" encoding="UTF-8"?> action ZHA & add or edit or delete 4
<fault>
<value>/cgi-bin/user_management</value> The parameter is not add or edit or delete
<reason>action: add or edit or delete</reason> an error.
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> delete Z %4 N B 2 ASAEAE B RS
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<fault>
<value>/cgi-bin/user_management</value>
<reason>error username</reason>

</fault>

bR AR
CASRENS B B ANAFAERI )

Report this error when the user name
entered by the parameter does not
exist.

(Can't delete non-existent users)

400 <?xml version="1.0" encoding="UTF-8"?> add ZEU A [F 1 7 44 B s 3R
<fault> AR (ARSI CAFER )
<value>/cgi-bin/user_management</value>
<reason>error username duplicated</reason> Report this error when the user name
</fault> entered by the parameter s

exist.(unable to create existing users)

400 <?xml version="1.0" encoding="UTF-8"?> edit ZH % A A [\ B9 H - 4 B
<fault> REFR. (AR )
<value>/cgi-bin/user_management</value>
<reason>username none exist to edit</reason> Report this error when the user name
</fault> entered by the parameter does not

exist.
(unable to edit non-existent users)

400 <?xml version="1.0" encoding="UTF-8"?> Privilege ¥ NER, FTEBA
<fault> User or Administrator or Operator
<value>/cgi-bin/user_management</value>
<reason>privilege:  User  or  Administrator  or | Privilege parameter input error, need to enter
Operator</reason> User or Administrator or Operator
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> enable Z NG 1%, FFEMA
<fault> Enable or Disable
<value>/cgi-bin/user_management</value> enable parameter input error, need to enter
<reason>enable: Enable or Disable</reason> Enable or Disable
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> Add 77 H R, FREMAETE 44K
<fault> P S8 REQIERT
<value>/cgi-bin/user_management</value> The Add parameter is missing errors, and all
<reason>The parameters must Correct include | four parameters need to be entered to create
name,newpasswd,privilege,enable</reason> a new user.
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> HPRRARE R, TEHATH S E
<fault> P
<value>/cgi-bin/user_management</value> User privileges are not administrators. User
<reason>Non-administrators cannot edit | management configuration items cannot be
users</reason> modified.
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> R P
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<fault>
<value>/cgi-bin/user_management</value> Login user does not exist

<reason>username not exist to edit</reason>

</fault>

3.19 ME 1%

3.19 snapshot upload

/cgi-bin/snapshot.cgi&username=XXXXXX8& password=XXXXXX
/cgi-bin/snapshot.cgi?stream=08&username=XXXXXX8& password=XXXXXX
/cgi-bin/snapshot.cgi?stream=0&upload=08username=XXXXXX&password =XXXXXX
/cgi-bin/snapshot.cgi?stream=1&upload=18username=XXXXXX&password =XXXXXX

1. FFJa onvif WIEZ J5, #t7 E4HiN username 24 fll password 2%,
2. B4 stream %5, RE username H)— & B A&, &M EARER.
3. #ft4 stream 245, ERILH streamO.

4. 4 upload 245, A FHREIR.

1. After the onvif authentication is enabled, you need to enter the username parameter
and password parameter.

2. After the default stream parameter, follow the username's to use &, otherwise, report
the error.

3. After the default stream parameter, the default value is stream0.

4. After the default upload parameter, no error is reported.

SHATR 24 iR
Parameter name Parameter value Description
uid STERIA P id, J@id/cgi-bin/getuid #0321 id

User id for the session. The id passed through the
/cgi-bin/getuid interface.

stream(must) 7 0-1 AN 0 RE: FIRIME
ZHE N 1K ERBRITE
Number 0-1

Parameter value of 0 represents: sub code stream
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snapshot
The parameter value of 1 represents: Master
bitstream snapshot
upload(optional) #7 0-3 SHa R 0 AUk B BAL3) SD +
ZHUE N 1A INES BAE 3] FTP
Number 0-3 ZHE N 2 K MBS EAE R Email
ZHUE R 3K INEE EAL R R NFS R4 4%
Parameter value is 0: upload to SD card after
capturing
parameter value is 1, which means: upload to FTP
after capturing
Parameter value is 2: upload to email after
capturing
Parameter value is 3: upload to remote NFS server
after snapshot
Wi 7 414 3C
Response message
REH W& ik
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> R . ZHMEL:
<upload>OK</upload> FRINE e 49 b AE i)
The request succeeded. The value of the
parameter is:
Successful upload
400 <?xml version="1.0" encoding="UTF-8"?> SD k& A A8 SD K& A & ik
<fault> I,
<value>/cgi-bin/snapshot</value>
<reason>sd not mount</reason> The SD card was not inserted or
</fault> deployed successfully.
400 <?xml version="1.0" encoding="UTF-8"?> Upload IZ4A & 0-3 i st 2= F 3k
<fault> ISR
<value>/cgi-bin/snapshot</value>
<reason>upload 0 or 1 or 2 or 3</reason> This error will be reported
</fault> parameter of Upload is not 0-3.
400 <?xml version="1.0" encoding="UTF-8"?> FTP IR %5 28 8 &5 &

<fault>

<value>/cgi-bin/snapshot</value>

FTP servers are not deployed.
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<reason>Ftp not deploy</reason>

</fault>

400 <?xml version="1.0" encoding="UTF-8"?> SD R AN, B SD R#h, i
<fault> WHHE .
<value>/cgi-bin/snapshot</value>
<reason>sd card not mounted</reason> The SD card is not inserted, damaged
</fault> or deployed.

400 <?xml version="1.0" encoding="UTF-8"?> NFS %A #:#
<fault> NFS Server not mounted

<value>/cgi-bin/snapshot</value>

<reason>NFS Server not mounted</reason>

</fault>

3.20 KRB

3.20 Get the video file path

/cgi-bin/get_record_query?year=XXXX&month=XX&day =XX&uid=XXXXXX
/cgi-bin/get_record_query?year=XXXX&month=XX&day=XX&username=XXXXXX8&passw
ord=XXXXXX
/cgi-bin/get_record_query?year=XXXX&month=XX&day=XX&stream=XXXX&record_mo
de=XX&media_type=XX&uid =XXXXXX
/cgi-bin/get_record_query?year=XXXX&month=XX&day=XX&stream=XXXX&record_mo
de=XX&media_type=XX&start_hour=XXXX&start_min=XX&start_sec=XX&uid=XXXXXX
/cgi-bin/get_record_query?year=XXXX&month=XX&day=XX&stream=XXXX&record_mo
de=XX&media_type=XX&start_hour=XXXX&start_min=XX&start_sec=XX&end_hour=XX
XX&end_min=XX&end_sec=XX&uid=XXXXXX

1: BEWSHON:

year,month,day

2: WlIEZHCN

stream, record_mode, media_type,
start_hour, start_min, start_sec,
end_hour, end_min, end_sec.

DL (IS EAE A8 I, WAL IR -
stream = -1;

record_mode = -1;

media_type = 3;
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start_hour = 0;
start_min = 0;
start_sec = 0;
end_hour = 23;
end_min = 59;
end_sec = 59;

1: The necessary parameters are:
Year,month,day

2: The optional parameter is
Stream, record_mode, media_type,
Start_hour, start_min, start_sec,
End_hour, end_min, end_sec.

The above parameters are initialized by default:
Stream = -1;
Record_mode = -1;

Media_type = 3;
Start_hour = 0;
Start_min = 0;
Start_sec = (;
End_hour = 23;
End_min = 59;
End_sec = 59;

BN BRI H P AR AT B R A XX AE XX H XX H ) 0 i 0 73 0 #b 3] 23 i 59 73
59 PP A B M, AR SR RO BT A RS, A SRR MU A s 5

The meaning is: the default display user wants to get all the recording data from 0:0:0 to
23:59:59 of XX, XX, XX, where the code stream type is all streams, and the media type is
video. And audio format.

AR SRAT AR S R 3 URL?

URL = IP Hitik + /playback/ + filepath

% hn:
http://192.168.2.34/playback/mnt/mmc0/schedule/20191025/135144-av-1.mp4

How do | get the download URL of the video file?

URL = IP address + /playback/ + filepath

The format is for example:
http://192.168.2.34/playback/mnt/mmc0O/schedule/20191025/135144-av-1.mp4

BHAH | SR | i
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http://192.168.2.34/playback/mnt/mmc0/schedule/20191025/135144-av-1.mp4

Parameter name

Parameter value

Description

uid

SIERIA P id, @it /cgi-bin/getuid 3 0531 id

User id for the session. The id passed through the
/cgi-bin/getuid interface.

year

KT 1900

Number > 1900

VWEIZH: B IPC HREIEER

R — 4

Required parameters: Find information about IPC
recordings

which year

month

7 1-12
Number 1-12

VWEINZH: B IPCHRBIEE

m—H

Required parameters: Find information about IPC
recordings

Which month

day

] 1-31
Number 1-31

VWEINZH: B IPCHRBIEE

WE— K

Required parameters: Find information about IPC
recordings

Which day

stream

ﬁ?"l’ 1; 2

Number -1,1,2

AERIZHE: RIS

-1 A RS

1 F R

2

Optional parameters: type of stream
-1: All types of streams

1: primary stream

2: substream

record_mode

Ber-1, 2, 4, 8

Number -1, 2,4, 8

RIS RIGRISEE

-1 &R

2: ENxB

4: AR

8: HERB

Optional parameters: type of recording
-1: All videos

2: Timed recording

4: Motion detection video

8: Alarm recording

media_type

ey 2, 3

Number: 2, 3

LIS H: BRI

2: W

3: AN AR

Optional parameters: type of media
2: Video

3: Video and audio

49




start_hour %7 0-23 AEIISH: AR NIRRT
Number 0-23 Starting hour of the video
start_min %+ 0-59 AEIISH: AR -8
Number 0-59 The starting minute of the video
start_sec #5 0-59 TEMSE: FEMRET
Number 0-59 The starting second of the recording
end_hour %+ 0-23 AEIISH: AR NI A TN
Number 0-23 Optional parameters: the end of the video
end_min %+ 0-59 AEIISH: ARG 5B
Number 0-59 Optional parameters: the end of the recording
end_sec #7 0-59 RIS RIGRISRPD
Number 0-59 Optional parameters: the end of the recording
Mg S FR) 4 3C
Response message
REH W& ik
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> R . ZHMEL:
<RecordQuerylnfo> AR AT I EE
<items
filepath="/mnt/mmc0/schedule/20191025/151233-av-1. | The request succeeded. The value of the
mp4" filesize="32276556" record_mode="2" parameter is:
media_type="3" stream_index="1" All data of the video file
start_time="2019-10-25 15:12:33"/>
</RecordQueryinfo>
400 <?xml version="1.0" encoding="UTF-8"?> N A PEATE 1-12 e A
<fault>
<value>/cgi-bin/get_record_query</value>
<reason>record_month must between 1-12</reason> The value of the input month is not in
</fault> the range of January to December.
400 <?xml version="1.0" encoding="UTF-8"?> BN HBPMEATE 1-31 HEEE A
<fault>
<value>/cgi-bin/get_record_query</value>
<reason>record_day must between 1-31</reason> The value of the input date is not in the
</fault> range of 1-31 days.
400 <?xml version="1.0" encoding="UTF-8"?> NSRBI /N A 0-23 1IYE RN
<fault>
<value>/cgi-bin/get_record_query</value> Input recording start time is not in the
<reason>start_hour must between 0-23</reason> range of 0-23
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</fault>

400 <?xml version="1.0" encoding="UTF-8"?> i NSRAZ AL LG 7B A2 0-59 BT
<fault>
<value>/cgi-bin/get_record_query</value>
<reason>start_min must between 0-59</reason> Input recording start minute is not in
</fault> the range of 0-59

400 <?xml version="1.0" encoding="UTF-8"?> BN FAZ AR A& 0-59 FTE N
<fault>
<value>/cgi-bin/get_record_query</value>
<reason>start_sec must between 0-59</reason> Input recording start seconds are not
</fault> in the range of 0-59

400 <?xml version="1.0" encoding="UTF-8"?> 1N\ AG 45 RN AN 0-23 TS
<fault>
<value>/cgi-bin/get_record_query</value>
<reason>end_hour must between 0-23 </reason> Input recording end time is not in the
</fault> range of 0-23

400 <?xml version="1.0" encoding="UTF-8"?> NSRRGSR P A2 0-59 [1IYE RN
<fault>
<value>/cgi-bin/get_record_query</value>
<reason>end_min must between 0-59</reason> Input recording end minutes are not in
</fault> the range of 0-59

400 <?xml version="1.0" encoding="UTF-8"?> N BREE R AZ 0-59 MyE M

<fault>
<value>/cgi-bin/get_record_query</value>
<reason>end_sec must between 0-59</reason>

</fault>

Input recording end seconds are not in
the range of 0-59

3.21 BEfHAH%

3.21 Upgrade Firmware

HEAM{E 15 & A upload.html 3CHY.

JS A S8 1 5 2K

1.

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w
3.0org/TR/xhtml1/DTD/xhtmll-transitional.dtd">
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<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>
<title>IP Camera</title>
</head>
<body>

<div id="m_plugin"></div>

<input type="file" name="filel" id="filename"/>

SLVENOUA WP

0. <input type="submit" id="upgrade_submit" value="Submit" onclick="upload()"/>

11.

12. <script type="text/javascript">

13. function upload(){

14. var xmlHttpRequest = null;

15. if (window.XMLHttpRequest) {

16. xmlHttpRequest = new XMLHttpRequest();

17. }

18. else if (window.ActiveXObject){

19. xmlHttpRequest = new ActiveXObject("Microsoft.XMLHTTP");

20. }

21. var file = document.getElementById("filename").files[0O];

22. xmlHttpRequest.open("POST", "http://192.168.2.67/0nvifFirmwareUp
grade", true);

23. xmlHttpRequest.setRequestHeader("Content-Type", "application/oct
et-stream");

24. xmlHttpRequest.setRequestHeader("Access-Control-Allow-Origin", "
*")s

25. xmlHttpRequest.setRequestHeader("Cache-Control”, "no-cache");

26. xmlHttpRequest.setRequestHeader("Authorization"”, "Basic QWxpY2U6
MTIzNDU2");

27. xmlHttpRequest.send(file);

28. }

29. </script>

30. </body>

31. </html>
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3.22RTMPE2E

3.22 RTMP Configuration

/cgi-bin/rtmp?uid=XXXXXX

/cgi-bin/rtmp?enable=0&uid =XXXXXXXX

/cgi-bin/rtmp?enable=1&uid=XXXXXXXX
/cgi-bin/rtmp?enable=1&server=XXXXX8appname=XXXXXXXX8&streamid =XXXXX&strea
mMno=XXXXX&type=XXXXX8port=XXXXX8wuid=XXXXXXXX

SHATR SHHE iR
Parameter name Parameter value Description
uid 2HEIM P id, @it /cgi-bin/getuid 3% D75 3 #)
id

User id for the session. The id passed through
the /cgi-bin/getuid interface.

enable 0-1 0: %M RTMP
1: #7JF RTMP

0: Disable RTMP

1: Open RTMP
server TR R FRS% Sk, 28480 T
Char * 192.168.2.125

The address of the server, similar to:
192.168.2.125
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appname TAFH RTMP (5 i 44 Bk
Char*
RTMP application name
streamid SR RTMP i1t 1D
Char*
RTMP stream ID
port A RTMP ]33 15
Int
0-65535 RTMP port number
streamno 0-1 N WiE szt
0: Fim, 1: TR
Stream type
0: main stream, 1: sub stream
type 0-1 P GHESEE
0: ARz, 1. FRAHNA
Type of agreement:
0: standard mode, 1: compatible mode
M 7 FRJ-4 S
Response message
RS NE ik
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> R . 2% user_management
<RtmpConfig Enable="1" Streamno="0" 7R OK
Server="192.168.2.12" Port="98" Appname="live5"
Streamid="55" Type="1"/>
400 <?xml version="1.0" encoding="UTF-8"?> enable ZHA 2 0 80 1 LIRS HURES.
<fault>
<value>/cgi-bin/rtmp</value> If the enable parameter is not O or 1,
<reason>enable: 0 or 1</reason> an error is reported in the parameter.
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> Server ¥k 55 #3 Huhik S N #7552 b
<fault> AR
<value>/cgi-bin/rtmp</value>
<reason>server is NULL</reason> The server's server address input string
</fault> is empty to report an error.
400 <?xml version="1.0" encoding="UTF-8"?> port i F 5 Z 4G H A2 0-65535
<fault>
<value>/cgi-bin/rtmp</value>
<reason>port range: 0-65535</reason> port number parameter range is not 0-65535
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</fault>

400 <?xml version="1.0" encoding="UTF-8"?> streamno A S HHIVERIA R 0-1 FiRk4s
<fault> o
<value>/cgi-bin/rtmp</value>
<reason>streamno range: 0-1</reason> The input parameter range of streamno is not
</fault> 0-1 to report an error.

400 <?xml version="1.0" encoding="UTF-8"?> appname MISHHEINT /& LIRETR.
<fault>
<value>/cgi-bin/rtmp</value>
<reason>appname is NULL</reason> An error was reported in the input string of
</fault> appname.

400 <?xml version="1.0" encoding="UTF-8"?> streamid ZHEIN T FAFE EIRET IR
<fault>
<value>/cgi-bin/rtmp</value>
<reason>streamid is NULL</reason> The streamid parameter reports an empty
</fault> string input error.

400 <?xml version="1.0" encoding="UTF-8"?> type ZHECMAMETEEAYy 0-1 ERET %,

<fault>
<value>/cgi-bin/rtmp</value>
<reason>type range: 0-1</reason>

</fault>

The value entered for the type parameter is

not 0-1 and reports an error.
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3.23 ARG HECE

3.23 ScheduleStorage Configuration

/cgi-bin/setScheduleStorage?uid =XXXXXX
/cgi-bin/setScheduleStorage?username=admin&password=123456
/cgi-bin/setScheduleStorage?localEnable=0&remoteEnable=18&remote_nfs_server=XXXX
X&nfs_server_path=XXXXXX&recordFileSize=XXXXX&stream=18&Jpeglnterval=18&enable
=18&uid=XXXXXXXX

SHATR SHE iR
Parameter name Parameter value Description
uid 2iHEIH P id, @it /cgi-bin/getuid 3% D75 3 #)
id

User id for the session. The id passed through
the /cgi-bin/getuid interface.

localEnable 0-1 0: KRHFIA A1
1: IR HAAAE

0: Disable Local storage

1: Open Local storage

remoteEnable 0-1 0: XKML it
1: ML AE4E

0: Disable Network Storage
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1: Open Network Storage

recordFileSize B AR A
Int
2, 5, 10, 20, 30 Video file length
remote_nfs_server E HAETE remoteEnable=1 [ BHEA A 2L
Char* 0 258 A1t £ I 55 4%
Only effective when remoteEnable = 1
Network storage server.
nfs_server_path FRE HATE remoteEnable=1 ¥ & A A2k
Char* 9 258 A7 fidh R IR 55 4 R A2
Only effective when remoteEnable = 1
The server path of the network storage.
stream 0, 1, 2 Rt
0: FM4y, 1: T, 2. FABHAThY
i
Stream type
0: main stream, 1: sub stream, 2: main
stream and sub stream
Jpeglnterval 0-1 0: KHMINEIThAE
1: FTTTRETIRE
0: Disable screenshot function
1: enable the capture function
enable 0-1 WEAZAE R O [, UF B E B SR B A AT

it

WIRZAE AN 1 #IiE, localEnable=1 [ 3¢
FIHFIE, fAEfEAR G T, HA
TEBEA AR i 2

remoteEnable=1 [ T H 1%, FAAETE
WL AEAE 2 b, 5 IUASAE it 75 X 45 A7 i 2
i,

If the value is 0, it means that the timer
recording is not stored.

If the value is 1, the localEnable = 1
switch is stored in the local recording,
otherwise it is not stored in the local
storage.

When the remoteEnable = 1 switch is
turned on, it is stored in network storage,
otherwise it is not stored in network
storage.
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M 7 FR)4 S

Response message

REH W& ik
Status Content Description
code

200 <?xml version="1.0" encoding="UTF-8"?> TR
<RecordConfig> The request was successful.
<Common LocalEnable="1" RemoteEnable="0"
MountParam="" RecordFileSize="10"/>
<ScheduleRecord Stream="1" LocalStore="1"
RemoteStore="0" JpegInterval="1"/>
</RecordConfig>

400 <?xml version="1.0" encoding="UTF-8"?> enable ZH0 A& 0 580 1 3 RS H0ERAE
<fault>
<value>/cgi-bin/setScheduleStorage</value> If the enable parameter is not 0 or 1,
<reason>enable: 0,1 an error is reported in the parameter.
</reason>
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> localEnable ZEU A& 0 5 1 3k LIRS 56
<fault> e
<value>/cgi-bin/setScheduleStorage</value>
<reason>localEnable: 0 or 1</reason> If the localEnable parameter is not 0 or 1,
</fault> an error is reported in the parameter.

400 <?xml version="1.0" encoding="UTF-8"?> remoteEnable Z A& 0 5 1 3t EIRS %
<fault> o
<value>/cgi-bin/setScheduleStorage</value>
<reason>remoteEnable: 0 or 1</reason> If the remoteEnable parameter is not 0 or
</fault> 1, an error is reported in the parameter.

400 <?xml version="1.0" encoding="UTF-8"?> recordFileSize Z 54~ &2 2,5,10,20,30 iX &%
<fault> Bt b HRAE R
<value>/cgi-bin/setScheduleStorage</value>
<reason>recordFileSize: 2,5,10,20,30</reason> ReportFileSize parameter is not 2, 5,
</fault> 10, 20, 30 to report an error

400 <?xml version="1.0" encoding="UTF-8"?> stream A 0, 1, 2 FARSHURES .
<fault>
<value>/cgi-bin/setScheduleStorage</value> If the stream parameterisnotOor 1, 2,
<reason>stream: 0,1,2 an error is reported in the parameter.
</reason>
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> Jpeginterval Z A 0 8k 1 IS ¥R

<fault>

B
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<value>/cgi-bin/setScheduleStorage </value>
<reason>Jpeglnterval: 0,1

</reason>

</fault>

If the Jpeginterval parameter is not 0 or
1, an error is reported in the parameter.

3.24 BaiFREEE

3.24 EventStorage Configuration

/cgi-bin/setEventStorage?uid=XXXXXX

/cgi-bin/setEventStorage?username=admin&password=123456
/cgi-bin/setEventStorage?trigger_recording=0&stream=1&record_ftp_upload =XXXXX&re
cord_email_upload=XXXXXX&trigger_capture=XXXXX8&capture_ftp_upload=18&capture_e
mail_upload=18&capture_motionDetectAlarm=18uwuid=XXXXXXXX

SHATR SHE iR
Parameter name Parameter value Description

uid LA P id, @i /cgi-bin/getuid £ D52
id
User id for the session. The id passed through
the /cgi-bin/getuid interface.

trigger_recording 0-1 0: RHIFE ST
10 ATIFRE BTN 77 Ak
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0: Disable motion detection storage

1: Turn on motion detection storage

stream 1-2 1: EMH
2: T
: main stream
: substream
record_ftp_upload 0-1

. AR LA FTP RS2 L

: The video is not uploaded to the FTP server

1
2
0: RMGEA £ FTP IR%25 1
1
0
1

: upload video to FTP server

record_email_upload | 0-1

: B EAEE] Email iR S52% E
: 8 EAEF] Email IR% %% E

: The video is not uploaded to the Email server

- O

= O

: upload video to Email server

trigger_capture 0-1

2 KM I F A%
s AT RS B A F A%

- O

0: Disable motion detection screenshot upload

—_

: Open motion detection screenshot upload

capture_ftp_upload 0-1

0: RN TIEEIA LA FTP o5 4% 1
1: Bl piaE bS] FTP i 3 b

0: Motion detection screenshots are not
uploaded to the FTP server

1: upload motion detection screenshot to FTP

server

capture_email_upload | 0-1

0: RN TIEEIA AL B Email iRk 4 L

1: Bah il B A% 2] Email Ak 5545 L

0: Motion detection screenshots are not
uploaded to the Email server

1: upload motion detection screenshot to Email

server

capture_motionDetec | 0-1

0: KA S AT II4H 2 i

tAlarm T: FTIFRE S 2 i
0: Disable motion detection alarm output
1: Turn on motion detection alarm output
M 7 414 3C

Response message

REE W&
Status Content

ik

Description
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code

200 <?xml version="1.0" encoding="UTF-8"?> TR
<RecordConfig> The request was successful.
<MotionDetectRecord Stream="1" LocalStore="1"

RemoteStore="1" FtpUpload="0" EmailUpload="0"/>
<MotionDetectCapture LocalStore="1" RemoteStore="1"
FtpUpload="1" EmailUpload="0"
OutputChannelAction_enable="1"/>

</RecordConfig>

400 <?xml version="1.0" encoding="UTF-8"?> trigger_recording Z A& 0 % 1 L3
<fault> Kttt -
<value>/cgi-bin/setEventStorage </value>
<reason>trigger_recording: 0 or 1</reason> If the trigger_recording parameter is not
</fault> 0 or 1, an error is reported in the

parameter.

400 <?xml version="1.0" encoding="UTF-8"?> stream ZHAE 1 803 2 FIRS RS
<fault>
<value>/cgi-bin/setEventStorage</value> If the stream parameter is not 1 or 2, an
<reason>stream: 1 or 2</reason> error is reported in the parameter.
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> record_ftp_upload S50 A& 0 sk 1 L=
<fault> Kttt .
<value>/cgi-bin/setEventStorage </value>
<reason>record_ftp_upload: 0 or 1 </reason> If the record_ftp_upload parameter is not
</fault> 0 or 1, an error is reported in the

parameter.

400 <?xml version="1.0" encoding="UTF-8"?> record_email_upload Z (A /& 0 5% 1 Hl
<fault> ZHARE
<value>/cgi-bin/setEventStorage </value>
<reason>record_email_upload: 0 or 1 </reason> If the record_email_upload parameter is
</fault> not 0 or 1, an error is reported in the

parameter.

400 <?xml version="1.0" encoding="UTF-8"?> trigger_capture Z (A& 0 8k 1 ER S
<fault> £ ST
<value>/cgi-bin/setEventStorage </value>
<reason>trigger_capture: 0 or 1 </reason> If the trigger_capture parameter is not 0
</fault> or 1, an error is reported in the

parameter.

400 <?xml version="1.0" encoding="UTF-8"?> capture_ftp_upload Z 5042 08 1 LR %

<fault>
<value>/cgi-bin/setEventStorage </value>
<reason>capture_ftp_upload: 0 or 1 </reason>
</fault>

Hidhh -

If the capture_ftp_upload parameter is not
0 or 1, an error is reported in the
parameter.
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400 <?xml version="1.0" encoding="UTF-8"?> capture_email_upload Z %A /& 0 s 1 Lk
<fault> WS HARAE
<value>/cgi-bin/setEventStorage </value>
<reason>capture_email_upload: 0 or 1 </reason> If the capture_email_upload parameter
</fault> is not 0 or 1, an error is reported in the

parameter.

400 <?xml version="1.0" encoding="UTF-8"?> capture_motionDetectAlarm S AN /& 0 i #

<fault>
<value>/cgi-bin/setEventStorage </value>
<reason>capture_motionDetectAlarm: 0 or 1 </reason>

</fault>

1 Bk SHRE .

If the capture_motionDetectAlarm
parameter is not 0 or 1, an error is
reported in the parameter.

3.25 FRELEERES (OEM)

3.25 Get device status

/cgi-bin/getDevState?uid=XXXXXXXX

SHATR 2HE ik
Parameter name Parameter value Description
uid LG P id, 183d/cgi-bin/getuid # O3 3] 1)
id
User id for the session. The id passed through
the /cgi-bin/getuid interface.
M 7 FRJ-4 S

Response message
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RS HE 730
Status Content Description
code

200 <?xml version="1.0" encoding="UTF-8"?> TR

<DevState sd1="0" sd2="0"
system_time="2020-1-16-12-12-43"
run_time="0-2-56-40" MemTotal="125620 kB

The request was successful.

" MemFree="24384 kB"/>

3.26 fillk 10 REF %

3.26 Trigger 10 alarm switch

/cgi-bin/setAlarmState?uid =XXXXXXXX
/cgi-bin/setAlarmState?position=1&logicalstate="18&uid =XXXXXXXX

SHATR SHE iR
Parameter Parameter value Description
name
uid SAER P id, i#id/cgi-bin/getuid #0753 id
User id for the session. The id passed through the
/cgi-bin/getuid interface.
position HiE S & REEEEIE S SIS
Channel number Set channel alarm switch
0-3
logicalstate IR AP S 0: HHIFxR
Normally open or | 1: ®IHIHRK
normally closed | 0: normally closed switch
switch 1: normally open switch
0-1
M 7 FR) 4 S
Response message
RS WA ik
Status Content Description
code
200 <2xml version="1.0" | &R
encoding="UTF-8"?> The request was successful.
<setAlarmState position="0"
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logicalstate="1"/>

400 <?xml
encoding="UTF-8"?>
<fault>
<value>/cgi-bin/setAlarmState </value>

<reason>position: 0 ~ 3</reason>

version="1.0"

RS HUR I
Position HJZH TG Jy 0-3, M A AT Flwt 2 4k

o

Failed to get parameters

</fault> The range of the Position parameter is 0-3,
and the rest of the range will report an
error.

400 <?xml version="1.0" | KM H KM
encoding="UTF-8"?> logicalstate I ZHUMIEH Y 0-1, HARMTE R 2
<fault> A

<value>/cgi-bin/setAlarmState </value>
<reason>logicalstate: 0 ~ 1</reason>

</fault>

Failed to get parameters

The range of the logicalstate parameter is
0-1, and the rest of the range will report an
error.

3.27 EHHFEATEEFFREE

3.27 WDR Switch settings

/cgi-bin/set_wdr?uid =XXXXXXXX

/cgi-bin/set_wdr?enable=18&wdr_value=18uid=XXXXXXXX
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SHATR SHE iR
Parameter Parameter value Description
name
uid ZAHHIA P id, iid/cgi-bin/getuid 3 753K id
User id for the session. The id passed through the
/cgi-bin/getuid interface.
enable 0-1 0: X[ WDR Jf2£
1: #7JF WDR JF5%
0: Disable WDR switch
1: turn on the WDR switch
wdr_value 0-255 T BN AR TV
Adjustment range of wide dynamic mode
M 7 FRJ 4R S
Response message
RS NE ik
Status Content Description
code
200 <2xml version="1.0" | &R
encoding="UTF-8"?> The request was successful.
<Capture WDRMode="1"
WDRValue="53"> </Capture>
400 <?xml version="1.0" | JRMSLEKIL
encoding="UTF-8"?> enable [5G 0-1, FA 70 Bt 2414 -
<fault>
<value>/cgi-bin/set_wdr</value> Failed to get parameters
<reason>enable: 0 or 1</reason> The range of the enableparameter is 0-1,
</fault> and the rest of the range will report an
error.
400 <?xml version="1.0" | JRMSEKIL
encoding="UTF-8"?> wdr_value IS TGN 0-255, HARKTEHER&
<fault> .
<value>/cgi-bin/set_wdr</value>
<reason>wdr_value: 0 ~ 255</reason> | Failed to get parameters
</fault> The range of the wdr_value parameter is
0-255, and the rest of the range will report
an error.

3.28 PEMEFFRKE

3.28 noise reduction Switch settings
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/cgi-bin/set_noise_reduction?uid =XXXXXXXX

/cgi-bin/set_noise_reduction?y_2D_value=128&y_3D_value=1288&wuid=XXXXXXXX

AR SHE iR
Parameter Parameter value Description
name
uid ZAFHIA P id, it /cgi-bin/getuid 3 175 3K id
User id for the session. The id passed through the
/cgi-bin/getuid interface.
y_2D_value 0-255 2D MR 1 B T
2D noise reduction setting range
y_3D_value 0-255 3D AR ) 5 B T
3D noise reduction setting range
M 17 4 4 SC
Response message
REH NE iR
Status Content Description
code
200 <2xml version="1.0" | &R
encoding="UTF-8"?> The request was successful.
<Capture TNF="128"
SNF="128"> </Capture>
400 <?xml version="1.0" | JRMSLEKIK
encoding="UTF-8"?> y_2D_value JZ i 7u [l 0y 0-255, A v Flt
<fault> A .
<value>/cgi-bin/set_noise_reduction</v
alue> Failed to get parameters
<reason>2D_value: 0 ~ 255</reason> The range of the y 2D_value is 0-255, and
</fault> the rest of the range will report an error.
400 <?xml version="1.0" | JRMSLEKIK
encoding="UTF-8"?> y_3D_value (S5 W3EH Jy 0-255, FARHIvE L
<fault> ARA .
<value>/cgi-bin/set_noise_reduction</v
alue> Failed to get parameters
<reason>3D_value: 0 ~ 255</reason> The range of the y_3D_value parameter is
</fault> 0-255, and the rest of the range will report
an error.
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3.29 mIBHERARKE

3.29 Encoding code stream switch setting

/cgi-bin/set_start_codec?uid =XXXXXXXX
/cgi-bin/set_start_codec?stream0_enable=1&stream1_enable=18wid=XXXXXXXX

SHLK SHE
Parameter Parameter value
name

iR

Description

uid

2AFHIA P id, it /cgi-bin/getuid 3 753K id
User id for the session. The id passed through the
/cgi-bin/getuid interface.

streamO_enable | 0-1

0: F AL 4Bt v B K ]
1. FRRI D1 E ST IT
0: The encoding setting of the main stream is off

1: the encoding setting of the main stream is on

stream1_enable | 0-1

0: TRGIR 1 4Bt v B K M)
1. TRERM D1 E ST IT
0: The encoding setting of the substream is off

1: Encoding setting of substream is on

M 17 4 SC

Response message

RS NE iR

Status Content Description

code

200 <2xml version="1.0" | &R
encoding="UTF-8"?> The request was successful.
<Encode><EncodeConfig ~ Stream="1"
Enable="1"/>
<EncodeConfig Stream="2"
Enable="1"/></Encode>

400 <?xml version="1.0" | JRMSLKIK
encoding="UTF-8"?> streamO_enable (MG H Dy 0-1, H AR MG H
<fault> R
<value>/cgi-bin/set_start_codec</value
> Failed to get parameters
<reason>streamO_enable: or | The range of the stream0_enable is 0-1, and
1</reason> the rest of the range will report an error.
</fault>
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400 <?xml version="1.0"
encoding="UTF-8"?>

<fault>
<value>/cgi-bin/set_start_codec</value
>

<reason>stream1_enable: 0 or
1</reason>

</fault>

SRS HUR
stream1_enable S EMMTEREIY 0-1, HARMVEHE
etk .

Failed to get parameters

The range of the stream1_enable parameter
is 0-1, and the rest of the range will report
an error.

3.30 ASMTUERREEFREE

3.30

Infrared light and brightness switch settings

/cgi-bin/setBrightness_InfraredLamp?uid=XXXXXXXX
/cgi-bin/setBrightness_InfraredLamp?setbrightness=18&infrared_lamp=18wid=XXXXXXXX

SHATR SHE iR
Parameter Parameter value Description
name

uid SAERA P id, i#id/cgi-bin/getuid #0753 id
User id for the session. The id passed through the
/cgi-bin/getuid interface.

setbrightness 0-255 BEE SRV
Set the range of brightness

infrared_lamp 0-3 0: #iZAMT
T AEEGIT
2: LLAMERINAR, FFEG
3: FGMORI R, FFALAh
0: pure infrared light
1: pure white light
2: When infrared trigger, white light is on
3: When white light triggers, turn on infrared

M 7 FR) 4 S
Response message
RS WA ik
Status Content Description
code
200 <2xml version="1.0" | &R
encoding="UTF-8"?> The request was successful.
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<Capture

led_mode="1"></Capture>

Brightness="191"

400 <2xml version="1.0" | SKRBMSH K
encoding="UTF-8"?> setbrightness fIZHHITEHy 0-255, HARHITEH
<fault> .
<value>/cgi-bin/setBrightness_InfraredL
amp</value> Failed to get parameters
<reason>brightness: 0 ~ 255</reason> | The range of the setbrightness is 0-255, and
</fault> the rest of the range will report an error.
400 <2xml version="1.0" | SKRBMSH K
encoding="UTF-8"?> infrared_lamp ZEMTE 2 0-3, HoAxiy3e Bt
<fault> AR

<value>/cgi-bin/setBrightness_InfraredL
amp</value>
<reason>infrared_lamp: 0 ~ 3</reason>

</fault>

Failed to get parameters

The range of the infrared_lamp parameter is
0-3, and the rest of the range will report an
error.
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3.31 %4 O FF< API

3.31 Service port switch API

/cgi-bin/set_service_port?uid =XXXXXXXX
/cgi-bin/set_service_port?enable_web=18&enable_control=18&enable_rtsp=1&enable_hik=
T&uUid =XXXXXXXX

SH B
Parameter
name

ZHE

Parameter value

iR

Description

uid

2FHIA P id, iid/cgi-bin/getuid 3 753K id
User id for the session. The id passed through the
/cgi-bin/getuid interface.

enable_web

0-1

0: XM WEB 3
1: T+ WEB 35 1
0: Close WEB port

1: Open the web port

enable_control

0-1

0: M PTZ % il 1
1: 4THF PTZ fod2 il O
0: Close the control port of PTZ
1: Open the control port of PTZ

enable_rtsp

0-1

0: JKH] RTSP f O
1: FTF RTSP Ky 1
0: Disable RTSP port
1: Open RTSP port

enable_hik

0-1

0: P RE AL 3
e TIF MR S
0: Close the port of Haikang protocol
1: open the port of Haikang protocol

M 2 FR) i 3C

Response message
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REH W& ik

Status Content Description

code

200 <?xml version="1.0" | R
encoding="UTF-8"?> The request was successful.
<MediaStreamConfig>
<StreamAccess enable_web="1"
enable_rtsp="1" enable_comm="1"
enable_hik="1" />
</MediaStreamConfig>

400 <?xml version="1.0" | 3K H KM
encoding="UTF-8"?> enable_web IS HIEEDY 0-1, HARME 2
<fault> o
<value>/cgi-bin/set_service_port</value
> Failed to get parameters
<reason>enable_web: 0 ~ 1</reason> The range of the enable_web is 0-1, and the
</fault> rest of the range will report an error.

400 <?xml version="1.0" | KM ZSH KM
encoding="UTF-8"?> enable_control FIZ# 7Ly 0-1, HARAITEH #t
<fault> SR
<value>/cgi-bin/set_service_port</value
> Failed to get parameters
<reason>enable_control: 0 ~ | The range of the enable_control parameter is
1</reason> 0-1, and the rest of the range will report an
</fault> error.

400 <?xml version="1.0" | 3K H KM
encoding="UTF-8"?> enable_rtsp ST 0-1, HARMIEH Hie
<fault> E{iST
<value>/cgi-bin/set_service_port</value
> Failed to get parameters
<reason>enable_rtsp: 0 ~ 1</reason> The range of the enable_rtsp parameter is
</fault> 0-1, and the rest of the range will report an

error.

400 <?xml version="1.0" | KL Z %KM
encoding="UTF-8"?> enable_hik FIZEEEA 0-1, HAMTEEM <
<fault> R -

<value>/cgi-bin/set_service_port</value
>
<reason>enable_hik: 0 ~ 1</reason>

</fault>

Failed to get parameters

The range of the enable_hik parameter is
0-1, and the rest of the range will report an
error.
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3.32 wHERAXSL API

3.32 Service port switch API

/cgi-bin/set_privacy_zone?uid =XXXXXXXX
/cgi-bin/set_privacy_zone?Mask1Height=1&Mask1width=1&Mask1xPos=1&Mask1yPos=
18wid =XXXXXXXX

FERA 1 B X IR SR 3t 4 AN Xk %

SRR X AARR, Y AkAR, BRAAIXIRAITE, FERh DXHs ) e
SRR

F— R,

1. Mask1Height, 2. Masklwidth, 3. Mask1xPos, 4. Mask1yPos
AR IR,

1. Mask2Height, 2. Mask2width, 3. Mask2xPos, 4. Mask2yPos
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=R X

1. Mask3Height, 2. Mask3width, 3. Mask3xPos, 4. Mask3yPos

S5 VA B A X3

1. Mask4Height, 2. Mask4width, 3. Mask4xPos, 4. Mask4yPos

SHLK SHE
Parameter Parameter value
name

iR

Description

uid

2AHHIA P id, it /cgi-bin/getuid 3 175 3K id
User id for the session. The id passed through the
/cgi-bin/getuid interface.

Mask1Height int

N BARA DX IR A 1
Height of the first privacy zone

Mask1width int i ANREFA DX R B8
The width of the first privacy zone
Mask1xPos Int F— AR IR T X A8AR
Vertex X coordinate of the first privacy region
Mask1yPos int AR DRI TR Y A FR
Vertex Y coordinate of the first privacy region
M 7 FRJ 4R S
Response message
RS WA ik
Status Content Description
code
200 <?xml version="1.0" | &Rk
encoding="UTF-8"?> The request was successful.
<Mask>0OK</Mask>
400 <xml version="1.0" | SRS H KN
encoding="UTF-8"?> W RATEE 31 P X I P o P2 U B AR VAR, AN AU
<fault>
<value>/cgi-bin/set_privacy_zone</valu | Failed to get parameters
e> The height of the privacy masked area is
<reason>mainStreamMask_Height  is | set to an illegal value, not a valid value.
none</reason>
</fault>
400 <xml version="1.0" | WS H KN
encoding="UTF-8"?> R RAJEERA 1) X I B JE W B ARAE, A=A .
<fault>
<value>/cgi-bin/set_privacy_zone</valu | Failed to get parameters
e> The width of the privacy masked area is set
<reason>mainStreamMask_Width is | to an illegal value, not a valid value.
none</reason>
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</fault>

400 <?2xml version="1.0" | JWSE KK
encoding="UTF-8"?> R FATEE 42 ) DX 3T A ) X AR bR B ARV, AR
<fault> BE.
<value>/cgi-bin/set_privacy_zone</valu
e> Failed to get parameters
<reason>mainStreamMask_xPos is | The X coordinate of the vertex of the
none</reason> privacy occluded area is set to an illegal
</fault> value, not a valid value.

400 <?2xml version="1.0" | JWSE KK
encoding="UTF-8"?> B FAIEESY 1A X SR TR A ) Y ARBRIE B AEIRE, A2
<fault> HHUA-
<value>/cgi-bin/set_privacy_zone</valu
e> Failed to get parameters
<reason>mainStreamMask_yPos is | The Y coordinate of the vertex of the
none</reason> privacy-occluded area is set to an illegal
</fault> value, and is not a valid value.

3.33 BEGPEREE

3.33 set flip settings

/cgi-bin/set_flip?uid=XXXXXXXX

/cgi-bin/set_flip?vertical_flip=18&horizon_flip="18&uid =XXXXXXXX

sHLH | SR |

iR
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Parameter Parameter value Description
name
uid 2RI id, J#id/cgi-bin/getuid #: O3 3|1 id
User id for the session. The id passed through the
/cgi-bin/getuid interface.
vertical_flip 0-1 0: A I B fi
1. f3 & B
0: Do not use vertical flip
1: use vertical flip
horizon_flip 0-1 0: AMEHKTFEIE
1 fE /K EI%:
0: Do not use horizontal flip
1: use horizontal flip
M 7 FR) 4R S
Response message
RS NE ik
Status Content Description
code
200 <2xml version="1.0" | &R
encoding="UTF-8"?> The request was successful.
<Capture vertical_flip="1"
horizon_flip="1"></Capture>
400 <?xml version="1.0" | JRMSEKIL
encoding="UTF-8"?> vertical_flip IIZEIEREDY 0-1, ARG &
<fault> R -
<value>/cgi-bin/set_flip</value> Failed to get parameters
<reason>vertical_flip: 0 or 1</reason> The range of the vertical_flip parameter is 0-1, and
</fault> the rest of the range will report an error.
400 <?xml version="1.0" | JRMSEKIL
encoding="UTF-8"?> horizon_flip IZHMITEE A 0-1, HARKEH S
<fault> £ ST
<value>/cgi-bin/set_flip</value> Failed to get parameters
<reason>horizon_flip: 0 or 1</reason> The range of horizon_flip parameter is 0-1, and
</fault> the rest of the range will report an error.
3.34 https iIE B FIRAH L4

3.34 https Certificate and private key upload
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VEA 115 BB E Certificate.html SRS .
i JS JRAE R AR, (IR demo, ¥ LAE HTTPS T 5 E iE i (.crt), FALH

(key),

A (pwd) #B_EAE R IPC /[ € H 3%/mnt/nand,

For more information, see Certificate.html.

Using the JS native form upload form, using the following demo, you can upload the
certificate(.crt), private key(.key), and private key password(.pwd) required by HTTPS to the
fixed directory / mnt / nand of the IPC

1. Certificate.html

1.

© N A WN

10.
11.
12.

13.
14.
15.
16.

17.
18.
19.

20.
21.
22.
23.
24.

25.

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w
3.0rg/TR/xhtml1/DTD/xhtmll-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>
<title>IP Camera</title>
</head>
<body>

<div id="m_plugin"></div>

<form id="form_form_streamMediaCertificate" class="ui-form" name="f_form_str
eamMediaCertificate” action="http://192.168.2.115/WebCertificateUploadFile” m

ethod="post" target="post_frame_streamMediaCertificate” enctype="multipart/fo

rm-data">

<div class="ui-form-item fn-relative">
<div class="ui-form-item">
<label class="ui-label fn-padl20 fn-width120" id="streamMediaCer
tificate_file label">https ilF1i</label>
</div>
<div class="fn-left fn-relative">
<div class="ui-file fn-opacity">
<input type="file" class="ui-file-box fn-opacity" name="crt"
id="crt" hidefocus="hidefocus"/>
</div>
<div class="ui-file fn-opacity">
<input type="file" class="ui-file-box fn-opacity" name="key"
id="key" hidefocus="hidefocus"/>
</div>
<div class="ui-file fn-opacity">
<input type="file" class="ui-file-box fn-opacity" name="pwd"
id="pwd" hidefocus="hidefocus"/>

</div>

</div>
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26. <input type="submit" id="streamMediaCertificate_submit" value="submi
t"/>

27. </div>

28. </form>

29.

30. <script type="text/javascript">

31. </script>

32. </body>

33. </html>

4.f# F) XMLHttpRequest i f§ WEB k57331 CGI 2%
4. Using XMLHttpRequest to call CGl program of web server

LARAS TPC B4R uid R P N0 TSI — NIRRT -
JS A R P S AR -

1. function timestamp(url){

2 // var getTimestamp=Math.random();

3 var getTimestamp=new Date().getTime();

4 if(url.index0f("?")>-1){

5. url=url+"xtamp="+getTimestamp

6 }else{

7 url=url+"?timestamp="+getTimestamp

8 }

9. return url;

10. 3}

11.

12. function inner__getuid()

13. ¢

14. var xmlHttpRequest = null;

15. try{

16.

17. if (window.XMLHttpRequest) {

18. xmlHttpRequest = new XMLHttpRequest();
19. }

20. else if (window.ActiveXObject) {

21. xmlHttpRequest = new ActiveXObject("Microsoft.XMLHTTP");
22. }

23. var szPort = window.location.port;

24. var szProtocol = window.location.protocol;
25. var szHostname = window.location.hostname;
26.

27. / /%43 uID ffE
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28. var g _des_userid_test

des("WebLogin", hexToString(g_des_userid), o,

0);

29. var g des_passwd_test = des("WebLogin", hexToString(g des_passwd), O,
0);

30.

31. [/ EF PR 3, JOOREC T AN T4 .

32. var re=/["\u4e@0-\u9faba-zA-Z0-9]/g;

33. g _des_userid_test = g des_userid_test.replace(re,"");

34. g _des_passwd_test = g des_passwd_test.replace(re,"");

35.

36. var szUrl = szProtocol+ "//" + szHostname + ":" + szPort + "/cgi-bin

/getuid?username="+g_des_userid_test+"&password="+g_des_passwd_test;

37.

38. /7N R, SR TE S AR

39. xmlHttpRequest.open("GET", timestamp(szUrl), false);

40. xmlHttpRequest.send(null);

41. if(xmlHttpRequest.readyState==4)

42. {

43. if(xmlHttpRequest.status==200) {

44, var xml = xmlLoadText(xmlHttpRequest.responseText);

45, /XA SR xm1 5L (1 H5HE 1) o A

46. var uid = xml.getElementsByTagName("uid")[@].childNodes[@].n
odeValue;

47. }

48. else

49, {

50. uid = 9;

51. }

52. }

53. }

54. catch(e)

55. {

56. uid = 9;

57. }

58. return uid;

59. 3
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	Char*
	1、User
	2、Administrator
	3、Operator
	权限问题：
	1.User 只能查看配置，不能修改配置
	2.Administrator拥有所有权限
	3.Operator拥有除了用户管理外的所有权限
	1.User Configuration can only be viewed, but configu
	2.Administrator Ownership
	3.Operator Have all rights except user management
	enable
	字符串
	Char*
	1、Enable
	2、Disable
	Enable：使能用户
	Disable：失能用户
	Enable: enabling users
	Disable: Disabled Users
	3.19 抓图上传
	3.19 snapshot upload
	Parameter name
	Parameter value
	Description
	uid
	User id for the session. The id passed through the
	stream(must)
	数字0-1
	Number 0-1
	参数值为0代表：子码流抓图
	参数值为1代表：主码流抓图
	Parameter value of 0 represents: sub code stream s
	The parameter value of 1 represents: Master bitstr
	upload(optional)
	数字0-3
	Number 0-3
	参数值为0代表：抓图后上传到SD卡
	参数值为1代表：抓图后上传到FTP
	参数值为2代表：抓图后上传到Email
	参数值为3代表：抓图后上传到远程的NFS服务器
	Parameter value is 0: upload to SD card after capt
	parameter value is 1, which means: upload to FTP a
	Parameter value is 2: upload to email after captur
	Parameter value is 3: upload to remote NFS server 
	3.20 获取录像文件路径
	3.20 Get the video file path
	Parameter name
	Parameter value
	Description
	uid
	User id for the session. The id passed through the
	year
	数字大于1900
	Number > 1900
	必要的参数：查找IPC的录像的信息
	哪一年
	Required parameters: Find information about IPC re
	which year
	month
	数字1-12
	Number 1-12
	必要的参数：查找IPC的录像的信息
	哪一月
	Required parameters: Find information about IPC re
	Which month
	day
	数字1-31
	Number 1-31
	必要的参数：查找IPC的录像的信息
	哪一天
	Required parameters: Find information about IPC re
	Which day
	stream
	数字-1，1，2
	Number -1,1,2
	可选的参数：码流的类型
	-1：所有类型的码流
	1:主码流
	2:子码流
	Optional parameters: type of stream
	-1: All types of streams
	1: primary stream
	2: substream
	record_mode
	数字-1，2，4，8
	Number -1, 2, 4, 8
	可选的参数：录像的类型
	-1：全部录像
	2：定时录像
	4：移动侦测录像
	8：告警录像
	Optional parameters: type of recording
	-1: All videos
	2: Timed recording
	4: Motion detection video
	8: Alarm recording
	media_type
	数字：2，3
	Number: 2, 3
	可选的参数：媒体的类型
	2：视频
	3：视频和音频
	Optional parameters: type of media
	2: Video
	3: Video and audio
	start_hour
	数字0-23
	Number 0-23
	可选的参数：录像的起始小时
	Starting hour of the video
	start_min
	数字0-59
	Number 0-59
	可选的参数：录像的起始分钟
	The starting minute of the video
	start_sec
	数字0-59
	Number 0-59
	可选的参数：录像的起始秒
	The starting second of the recording
	end_hour
	数字0-23
	Number 0-23
	可选的参数：录像的结束小时
	Optional parameters: the end of the video 
	end_min
	数字0-59
	Number 0-59
	可选的参数：录像的结束分钟
	Optional parameters: the end of the recording
	end_sec
	数字0-59
	Number 0-59
	可选的参数：录像的结束秒
	Optional parameters: the end of the recording 
	3.21 固件升级
	3.21 Upgrade Firmware
	3.22 RTMP配置
	3.22 RTMP Configuration
	Parameter name
	Parameter value
	Description
	uid
	User id for the session. The id passed through the
	enable
	0-1
	0：关闭RTMP
	1：打开RTMP
	0: Disable RTMP
	1: Open RTMP
	server
	字符串
	Char *
	服务器的地址，类似于：
	192.168.2.125
	The address of the server, similar to:
	192.168.2.125
	appname
	字符串
	Char*
	RTMP的应用名称
	RTMP application name
	streamid
	字符串
	Char*
	RTMP的流ID
	RTMP stream ID
	port
	整型
	Int
	0-65535
	RTMP的端口号
	RTMP port number
	streamno
	0-1
	码流的类型
	0：主码流，1：子码流
	Stream type
	0: main stream, 1: sub stream
	type
	0-1
	协议的类型：
	0：标准模式，1：兼容模式
	Type of agreement:
	0: standard mode, 1: compatible mode
	3.23 本地录像存储配置
	3.23 ScheduleStorage Configuration
	Parameter name
	Parameter value
	Description
	uid
	User id for the session. The id passed through the
	localEnable
	0-1
	0：关闭本地存储
	1：打开本地存储
	0: Disable Local storage
	1: Open Local storage
	remoteEnable
	0-1
	0：关闭网络存储
	1：打开网络存储
	0: Disable Network Storage
	1: Open Network Storage
	recordFileSize
	整型
	Int
	2，5，10，20，30
	录像文件的长度
	Video file length
	remote_nfs_server
	字符串
	Char*
	只有在remoteEnable=1的时候才生效
	网络存储的服务器。
	Only effective when remoteEnable = 1
	Network storage server.
	nfs_server_path
	字符串
	Char*
	只有在remoteEnable=1的时候才生效
	网络存储的服务器路径。
	Only effective when remoteEnable = 1
	The server path of the network storage.
	stream
	0，1，2
	码流的类型
	0：主码流，1：子码流，2：主码流和子码流
	Stream type
	0: main stream, 1: sub stream, 2: main stream and 
	JpegInterval
	0-1
	0：关闭抓图功能
	1：打开抓图功能
	0: Disable screenshot function
	1: enable the capture function
	enable
	0-1
	如果该值为0的话，证明定时录像不进行存储。
	如果该值为1的话，localEnable=1的开关打开的话，存储在本地录像之中，否则不存储在本地存储
	remoteEnable=1的开关打开的话，存储在网络存储之中，否则不存储在网络存储之中。
	If the value is 0, it means that the timer recordi
	If the value is 1, the localEnable = 1 switch is s
	When the remoteEnable = 1 switch is turned on, it 
	3.24 移动侦测录像配置
	3.24 EventStorage Configuration
	Parameter name
	Parameter value
	Description
	uid
	User id for the session. The id passed through the
	trigger_recording
	0-1
	0：关闭移动侦测存储
	1：打开移动侦测存储
	0: Disable motion detection storage
	1: Turn on motion detection storage
	stream
	1-2
	1：主码流
	2：子码流
	1: main stream
	2: substream
	record_ftp_upload
	0-1
	0：录像不上传到FTP服务器上
	1：录像上传到FTP服务器上
	0: The video is not uploaded to the FTP server
	1: upload video to FTP server
	record_email_upload
	0-1
	0：录像不上传到Email服务器上
	1：录像上传到Email服务器上
	0: The video is not uploaded to the Email server
	1: upload video to Email server
	trigger_capture
	0-1
	0：关闭移动侦测截图上传
	1：打开移动侦测截图上传
	0: Disable motion detection screenshot upload
	1: Open motion detection screenshot upload
	capture_ftp_upload
	0-1
	0：移动侦测截图不上传到FTP服务器上
	1：移动侦测截图上传到FTP服务器上
	0: Motion detection screenshots are not uploaded t
	1: upload motion detection screenshot to FTP serve
	capture_email_upload
	0-1
	0：移动侦测截图不上传到Email服务器上
	1：移动侦测截图上传到Email服务器上
	0: Motion detection screenshots are not uploaded t
	1: upload motion detection screenshot to Email ser
	capture_motionDetectAlarm
	0-1
	0：关闭移动侦测报警输出
	1：打开移动侦测报警输出
	0: Disable motion detection alarm output
	1: Turn on motion detection alarm output
	3.25 获取设备状态（OEM）
	3.25 Get device status
	Parameter name
	Parameter value
	Description
	uid
	User id for the session. The id passed through the
	3.26  触发IO报警开关
	3.26  Trigger IO alarm switch
	position
	通道号
	Channel number
	0-3
	设置通道的报警开关
	Set channel alarm switch
	logicalstate
	常开还是常闭开关
	Normally open or normally closed switch
	0-1
	0：常闭开关
	1：常开开关
	0: normally closed switch
	1: normally open switch
	3.27  宽动态模式范围开关设置
	3.27  WDR Switch settings
	enable
	0-1
	0：关闭WDR开关
	1：打开WDR开关
	0: Disable WDR switch
	1: turn on the WDR switch
	wdr_value
	0-255
	宽动态模式的调节范围
	Adjustment range of wide dynamic mode
	3.28  降噪开关设置
	3.28  noise reduction Switch settings
	y_2D_value
	0-255
	2D降噪的设置的范围
	2D noise reduction setting range
	y_3D_value
	0-255
	3D降噪的设置的范围
	3D noise reduction setting range
	3.29  编码码流开关设置
	3.29  Encoding code stream switch setting
	stream0_enable
	0-1
	0：主码流的编码设置关闭
	1：主码流的编码设置打开
	0: The encoding setting of the main stream is off
	1: the encoding setting of the main stream is on
	stream1_enable
	0-1
	0：子码流的编码设置关闭
	1：子码流的编码设置打开
	0: The encoding setting of the substream is off
	1: Encoding setting of substream is on
	3.30  红外灯以及亮度开关设置
	3.30  Infrared light and brightness switch setting
	setbrightness
	0-255
	设置亮度的范围
	Set the range of brightness
	infrared_lamp
	0-3
	0：纯红外灯
	1：纯白光灯
	2：红外触发时候，开白光
	3：白光触发时候，开红外
	0: pure infrared light
	1: pure white light
	2: When infrared trigger, white light is on
	3: When white light triggers, turn on infrared
	3.31  服务端口开关API
	3.31  Service port switch API
	enable_web
	0-1
	0：关闭WEB的端口
	1：打开WEB的端口
	0: Close WEB port
	1: Open the web port
	enable_control
	0-1
	0：关闭PTZ的控制端口
	1：打开PTZ的控制端口
	0: Close the control port of PTZ
	1: Open the control port of PTZ
	enable_rtsp
	0-1
	0：关闭RTSP的端口
	1：打开RTSP的端口
	0: Disable RTSP port
	1: Open RTSP port
	enable_hik
	0-1
	0：关闭海康协议的端口
	1：打开海康协议的端口
	0: Close the port of Haikang protocol
	1: open the port of Haikang protocol
	3.32  设置隐私区域API
	3.32  Service port switch API
	Mask1Height
	int
	第一个隐私区域的高度
	Height of the first privacy zone
	Mask1width
	int
	第一个隐私区域的宽度
	The width of the first privacy zone
	Mask1xPos
	Int 
	第一个隐私区域的顶点X坐标
	Vertex X coordinate of the first privacy region
	Mask1yPos
	int
	第一个隐私区域的顶点Y坐标
	Vertex Y coordinate of the first privacy region
	3.33  图像翻转设置
	3.33  set flip settings
	vertical_flip
	0-1
	0：不使用垂直翻转
	1：使用垂直翻转
	0: Do not use vertical flip
	1: use vertical flip
	horizon_flip
	0-1
	0：不使用水平翻转
	1：使用水平翻转
	0: Do not use horizontal flip
	1: use horizontal flip
	3.34 https证书和私钥上传
	3.34 https Certificate and private key upload

	4.使用XMLHttpRequest调用WEB服务器的CGI程序
	4. Using XMLHttpRequest to call CGI program of web

